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8. THIET KE CHI TIET
8.1. Cac chi ti¢u k¥ thuit ap dung trong trién khai lip dit, cai dit, kiém tra
va hi¢u chinh thiét bi

-Viéc lzip dat, cai dit thuc hién theo tai liéu huéng dan lzip dat, cai dat cua
nha san xut thiét bi.

- Phai dap mg céc tiéu chuan ky thut vé timg dung céng nghé thong tin
trong co quan nha nudc ban hanh theo Thong tu s6 39/2017/TT-BTTTT ngay
15/12/2017 ctia B6 Théng tin va Truyén thong.

- Phai dap tmg cac tidu chuin k¥ thuat theo quy dinh tai Thong tu s6
03/2013/TT-BTTTT ngay 22/01/2013 ctia B6 Thong tin va Truyén théng Quy
dinh 4p dung tiéu chuan, quy chuan ky thuat d6i véi trung tam dir liéu va Thong
tu s6 23/2022/TT-BTTTT ngay 30 thang 11 nam 2022 sira doi, bd sung mot s6
diéu cua thong tu sd 03/2013/TT-BTTTT ngay 22 thang 01 nim 2013 cia Bo
thong tin va Truyén thong quy dinh ap dung tiéu chudn, quy chuin k¥ thuat ddi
Vi trung tam dir lidu.

- Viéc lap dat, cai dat khong dugc lam anh huong dén hé théng hién co.

- Viéc kiém tra hiéu chinh thiét bi sir dung cac phé‘m mém kém theo thiét b
ctia hing cung cap, ddi chiéu véi tiéu chuan ky thuat yéu cau trong du 4n néu trén.
8.4. Chi din bién phap trién khai (d6i véi treong hop trién khai phire tap)

-Viéc trién khai nang cap hé thong mang LAN phai dam bao dung tién do,
chat luong theo ké hoach dé ra va vira dam bao khong gian doan cac hoat dong
nghiép vu.

-Phai chuyén ddi va dam bao an toan tuyét di déi véi toan bo dir liéu hé
thong, dir liéu nguoi ding trong hé thong.

-Nhim dam bao hé thong van hanh lién tuc, khong bi gian doan cong viée
chuyén mon cua cac can bg Kho bac Nha nudc, trong qua trinh thuc hién du an,
cac phuong an dy phong can duge thuc hién nhu sau:

+ Moi cong tac lién quan dén chuyén doi hé thdng cii sang hé théng mai
can duoc thuc hién vao thoi diém ngoai gio hanh chinh.

+ Qua trinh chuyén ddi hé théng can duoc thuc hién theo tirng module (hé
théng chuyén mach vung Server, cac thiét bi tuong Iua, hé théng mang Wireless,
thiét bi chuyén mach Core Switch, ...).
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8.5. Bién phap an toan vin hanh, phong, chéng chay, nd
8.5.1. Yéu cau chung

Trang bi cac phuong tién bao ho dé tao diéu kién thuén tién cho nguoi lao
dong, thich Gmg véi méi truong xung quanh va bao dam diéu kién lao dong tot
nhét.

Céc phuong tién bao ho cho nguoi lao dong khong gay ra cac yéu td nguy
hiém va c6 hai trong qua trinh lap dat.

Phuong tién bao vé can dam bao hiéu qua cao va thudn tién

Trong tirng trudng hop ctia moi loai cong viée, lya chon phuong tién bao
vé tinh dén yéu cau an toan cho timg cong viée do.

Cac phuong tién bao ho dam bao cac chi ti€u an toan, v¢ sinh lao dong...
8.5.2. Yéu ciu vé tudn thii cac tiéu chuin k¥ thuit

Thi cong ding theo yéu cau ki thuat, dam bao chét lugng.

Mot yéu t6 quan trong nira 1a cong cu ding dé lap dat cling phai la cac thiét
bi chuyén dung va dugc sur dung diung chirc ning.

Céc thiét bj hé théng mang la cac thiét b chuyén dung, dt tién do vay trong
qué trinh thi céng can thuc hién ding cac quy trinh, quy pham cta Nganh, ban vé
thiét ké thi cong xay lip va tai liéu huéng dan cua nha san xuat.

Quy trinh di ddy phai dam bao dung k¥ thuét, can than, chic chin ngay
ngin va c6 my quan.

An toan trong van hanh khai thac 1a mot tiéu chi quan trong cua thiét ké ky
thuét thi cong cong trinh.

Pon vi thi cong can lap phuong 4n an toan lao dong dé dam bao an toan
cho ngudi lao dong va thiét bi trong sudt qua trinh thi cong.

Khi lam viéc trén cao can dung thang dam bao an toan.

Khi thi céng trong phong co thiét bi thong tin dang khai thac can c6 cac
phuong an dam bao tuyét ddi khong lam anh hudng dén sy c6 cho hé thong thong
tin.

Pam bao an toan thong tin va an toan dit liéu cua don vi khi chuyén doi.

Trong qué trinh thi cong phdi dam bao khong lam anh huéng dén vé sinh
moi truong & khu vyc thi cong cong trinh va noi cong cong.



8.5.3. An toan dién, an toan thiét bi

Khi thi céng, bd tri cap nguon dién phai riéng ré dé c6 kha niang cit dién
toan bg phu tai dién trong pham vi tirng hang muc céng trinh hay mot s6 khu vuc
san Xuét.

Viéc thdo d& day dan, stra chira hiéu chinh thiét bi dién phai do cong nhan
dién ¢6 trinh do vé k¥ thuat an toan dién thich hop véi tirng loai cong viée tién
hanh.

Cac thiét bi dién di dong, may dién cam tay va dén dién xach tay khi ndi
vao ludi dién phai qua o cam, phich cam hodc cau dao dién. Viéc dau, ndi phai
thoa min cac yéu cau vé ky thuat an toan dién.

Trudc khi ldp rap va stra chita dién hay thiét bi, phai cat cau dao cip dién
cho khu vuec thao tac va tai ciu dao do treo bang “Cém déng dién! C6 ngudi lam
viéc”. Néu cau dao d6 nim ngoai tram bién ap (cAu dao phan doan, r€ nhanh)
ngoai cac bién phap trén phai tiép dét va ngat mach cac pha phia dau ngudn, cic
ngudn c6 kha nang dan dong dién toi.

Céc dung cu cAm tay: Khoan dién, dén xach tay, may bién ap, ha ap, bo
bién ddi tin sb...can phai thuc hién cac yéu cau:

Trudce khi cap phat dung cu mai phai kiém tra cach dién véi vo, thong mach
ndi dat, Xem ciu tao bao vé c6 phu hop véi didu kién sir dung hay khong. Nghiém
cAm str dung cac dung cu dién cAm tay co dau hiéu hu hong.

Trude khi stir dung cac dung cu dién cam tay, cong nhan phai thuc hién
kiém tra cac mach ndi dt, céc chi tiét quay, tinh trang ciia chdi than, vanh gép.

Céc cau dao dién, may tu ngét phai c6 vo hodc hdp bao vé, cac phﬁn dan
dién cua thiét bi dién can duoc cach ly, c6 hang rao che chiin, c¢6 bién phéap ngan
ngira ngudi khong ¢6 phan su tiép xic véi nd.

Khi sir dung thiét bi, duong diy dién can tranh kha ning phat néng do qua
tai hogc cac mbi ndi khong tt.

8.5.4. An toan thi cong

Pho bién kién thirc cho cong nhan ve van dé an toan lao dong, an toan dién,
an toan chay nd. Noi quy cong truong.

Trang bi cho cong nhan cac phuong tién bao vé can thiét cho qué trinh thi
cong.
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Thudng xuyén kiém tra cac phuong tién phong ho trudc va trong khi sir
dung.

Trong qua trinh thi cong, phdi hop vai cic don vi khac dé co bién phap
ngédn chdn hoa hoan, mét an toan lao dong.
8.5.5. Ngi quy

Phéi hop véi chi du tur trong cong viée thuc hién ndi quy chung

Xiur 1y sai pham ndi quy theo nhu quy dinh cua cong trinh.
8.6. So' @0 mit bing hién trang
8.6.1. Hién trang mit bing tai cic ting co quan KBNN
8.6.1.1. So’ 6 miit bing va két ndi mang tai ting ham
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8.6.1.2. So' d6 mit bang va két ndi mang tai tang 1

So d6 mit bang tang 1:

CHI TIET THI CONG
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Trong do: Phan khoanh tron 1a vi tri dit cac Access Point




So dd ti mang ting 1:
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8.6.1.3. So' d6 mit bang va két ndi mang tai tang 2

So d6 mit bang tang 2:
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Trong do: Phin khoanh tron 1a vi trf dit cac Access Point



So dd ti mang ting 2:
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8.6.1.4. So' 6 mit bang va két ndi mang tai ting 3
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Ong gen D50
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Crossconnect

Trong d6: Phan khoanh tron 1a vi tri dat cac Access Point
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So dd ti mang ting 3:
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8.6.1.5. So' 6 mit bang va két ndi mang tai tang 4

So @ mit bang ting 4:

MAT BANG NUT MANG TANG 4
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Trong do: Phén khoanh tron 1a vi tri dit cac Access Point

So db tu mang tang 4: Tai ting 4 khong dit th mang, cac thiét bj dau cudi
két néi mang véi ti mang dt tai tang S
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8.6.1.6. So' d6 mit bing va két ndi mang tai ting 5

So d6 mit bing tang 5:
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Trong do: Phan khoanh tron 1a vi tri dit cac Access Point



So dd ti mang ting 5:
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8.6.1.7. So' 6 mit bang va két ndi mang tai tang 6

So @6 mit bang ting 6:

MAT BANG NOT MANG TANG 6

Chi tiét I4p dat ghen ti hop
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Trong do: Phén khoanh tron 1a vi tri dit cac Access Point

So db tu mang tang 6: Tai ting 6 khong dit th mang, cac thiét bj dau cudi
két ndi mang véi tu mang dit tai ti’mg 5
8.6.1.8. So' 6 mit bing va két ndi mang tai ting 7

So d6 mit bang tang 7:
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Trong do: Phin khoanh tron 1a vi trf dit cac Access Point
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So d6 ti mang ting 7:
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8.6.1.9. So' d6 mit bing va két ndi mang tai ting 8

So @6 mit bang tang 8:
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Trong d6: Phan khoanh tron 1a vi tri ddt Access Point
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So d6 ti mang ting 8:
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8.6.1.10. So' @6 mit bang va két ndi mang tai ting 9

So d6 mit bang tang 9:
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So d6 ti mang ting 9:
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8.6.1.11. So' 0 mit bing va két noi mang tai ting 10

So d6 mit bang tang 10:
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So d6 ti mang tang 10:
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Patch Panel

Patch Panel

Patch Panel

Patch Panel

EX3300-247

EX3300-24T7

FO Patch Panel

Patch Panel

aranas Patch Panel

Patch Panel

EX3300-24T7

L8
e
-
laes
-

o

KT 1001
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8.6.1.12. So @6 mit bang va két ndi mang tai ting 11

So @6 mat bang ting 11:

MAT BANG NUT MANG TANG 11

vidmg  Oog D32 chay i KT1102 - i mang iy
e 7
TR i D50 cluy si* H T T T
o vl LI e A LI e
G — = o
Ong DI2 chay oéa H Ong D32 chpy win
nllﬂ'nlda’w "u_ﬁ“g:ﬂHC\leT | it 1131 N m———
_ k8 LMol dp g - 13 s 5 éeng
it dyng i
i |
.& Grg D50 chay sit |
" xudng hdp st dung
::"Bmuwbmsvdn (g D32 chpy xuag s chia DﬁGVéN . s ding
D32 chay
‘urimg COS 60 . dy phiag Oug D20 chyy rén
PHO BAN 60
Modul dy phéng Modul sir Bl D32 chiy xufog
oumzalwnhapau PHO BAN "~ Madul sit
K s
13 Tl . : T, 0 - Modul v dyng
e
Madul di phéng Mol sir dydlg Modul sit Mo Model iy D32 chyy wa OnE D50 chay sit
Ong DS0'chay sit T Ttmg COS 60 trin xudng hip
—— v B ok
x
TRUSNG BAN BAN HUY DONG VON
BAN HUY DONG VON - :
m)a1e o
+ Mol 2k b BAN THANH TOAN VON DAU TU
¥+ Modul st dyag PG B
BAN THANH TOAN VON DAUTU sil o
B
D32 chay trtf) Modul i fong s
ERAN m
PHO BANZ
Pp— (Oug D50 chay sit = o Ot 143 b miloa Mp e
32 chay rén
atmg COS 60 whn ' Mch;gm N | "W"w'w Moghi st dyng._ Model st g
st diog ; s
= e .
231 1 Lae 22 H ¥ trko xubug b7 i e Gag DI0 chay trén ruing
odul si dyng  Modul st éog. Hodul st duag ik dung c:ﬁ:g"r; T e ., i :J:_,
o5 020 chay st . 1 dhog l
1
TI22) 1
BAN THANH TOAN V& DAU g T sy e b
BAN THANH TOAN ¥ON DAY TY
D130 chay st
trin xuling hip =
dl 55 dyag o 150 dyog
s Modisd diglbt iy phiag.
miln Fhe . D il
— s i hip chis
g COS 60 ﬂ"“‘:“ﬁ“ [N =
Qughing 1 [ ?“M
mad — L (Y™ Ong 32 chay win
sy Ong DSO ciiky sit T & au: e
g rkn xudogihop nue ol dey
st ; THTIT
Modul it dung Modul si dyag KT1101 - TuU mang &-&zc%y"

oo

Chi tiét Idp dat ghen tir hop
cross dén ndt mang

Chi tiét 1ap dat éng ghen t¥
méng xubng hop crossconnect

Déy mang Cal dl trang &ng D32 hodc 20
Tranking 250/75

Ong gen D50

& mang

Crossconnect

Trong do: Phin khoanh tron 1a vi trf dit cac Access Point
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So d6 ti mang tang 11:

m —— e —— e e——

4
" WA FOPIU.:IIPIM ; FO Patch Panel
L._.L._L_i::l”ll Patch Panel s | || | Patch Panel
= D I

I3 || ] EX3300-247 EX3300-24T

it
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8.6.1.13. So' @6 mit bang va két néi mang tai ting 12

So d6 mat bang tang 12:
MAT BANG NUT MANG TANG 12

e KT1202 - T mang

= iz o [T
ot I
Ong D12 cuy ot (ag D30 chay st e =
g COS 69 vambnity :,:ﬂ R/
) v 7
Modul si dyng - R
s
Modul sit dyng: a2 TAP CHTN Modud sit dyng Py
Ong D32 ehay wén chay dlabip chia
tulng CO8 60 b Modul si dyng
h D32 chay mufing bip chia
-J o1ty g b 1o _I]')
m——— EH Pm
o Modl 55
raeg COS 60 Mo 3o umw
Gug D20 o chia Chi tiét I4p G&t ghen tir hop
m,,;:z&f,;h m"hwq T cross dén nit mang
- a
TAP CHINQQG :-qmz
+
—_— PO
+ % 4 )Mn iy
duag
BAN TABMIS Mot g
e
Ong DSO chay tir g D50 ey st '
ming xudeg hip ko wudeg bdp
Modulghdyag  Modul Modul it dyng - y
=] B
) . s
Oog — . = vams " D250 chpy sit
g COS 60 [ — H o whn xudng bip
twimg COS 60 j 1 B
nﬁ‘ 0 =
Madul 20 dyag .
Ong D20 chyy trda vick
it dyag
Mritihom " 1ABMIS ke
fodul 51 viedul st
R * > ! Chi tidt I5p dat éng ghen tr
Nt A = méng xubng hop crossconnect
*‘Mﬁ'o‘{;;';;"‘ T 3 - ri '
& oy [ o TINTTT
e ';: it -g — —_— Day mang Cat di trong &ng D32 hodc 20
el c'm:w i - Hn == Tranking 250175
2 T 1 e
o =] Gmang
Modul st dyng ﬁﬁ’f&‘ggf‘ D , ~
MB‘ CHU VAN HOANG S

Trong do: Phan khoanh tron la vi tri dét cac Access Point
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So d6 ti mang tang 12:

| FO Patch Panel

- —" :I Patch Panel

e :'Patch Panel
e ]Patch Panel
] EX3300-247
7] EX3300-247
it
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8.6.1.14. So' @6 mit bing va két noi mang tai ting 13

So d6 mit bang ting 13:

e Ty MAT BANG NUT MANG TANG 13

]

o

Chi tiét I4p a4t ghen tir hop
cross dén nat mang

L

Q

O

G-
0|
o

e
SEEEEEEE!

0|,
.l

U-
0.
8]

i

ol
o

PPp
FH

[ @mmat

T

< 1,7";'—’ y Chi tiét I&p dat éng ghen tir
H:I.M,I.M] méng xubng hdp crossconnect
= \1 P
TN

i Day mang Cat 6i trong éng D32 hoge 20
= Tranking 25075
= Ong gen D50
= 0 mang

Gng D20 chay dén nit mang. D Crossconnect

Trong do: Phan khoanh tron 1a vi tri dit cac Access Point
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So d6 ti mang tang 13:

1[] | EX3300-247

KT1301
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8.6.1.15. So' @6 mit bang va két ndi mang tai ting 14

So d6 mit bang ting 14:

————
I . - — z : MAT BANG NUT MANG TANG 14
e ol I
LV
7 = L
) 5 I
> (- R e
g = E
s, =
[ : b &
il &
' =
-y
I i
‘né! =
\
L

Trong do: Phan khoanh tron 1a vi tri dit cac Access Point

So db tu mang ting 14: Tai tang 14 khong dit th mang, cac thiét bi Access
point két ndi mang véi ti mang dit tai tang 13.
8.6.2. Hién trang ha ting Trung tim dir li¢u
8.6.2.1. Hién trang mit bang TTDL

Trung tam dir liéu (TTDL) cua KBNN dit tai 32 Cat Linh, Ha Néi 1a noi
lip dat hé thong céac thiét bi CNTT, tmg dung, dir liéu chinh ctia KBNN. TTDL
cua KBNN véi dién tich gf?m 600m2 va dua vao st dung tir nam 2008. TTDL dugc
bd tri ha ting dam bao cho hé théng CNTT van hanh lién tuc 24/24 phuc vu thuong
xuyén hoat dong nghiép vu cuia hé thong KBNN.

TTDL cua KBNN dugc bd tri tai ting 8 ciia tda nha KBNN. So dd mit bang
TTDL hién tai nhu sau:



PR ARE R
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hong may chu so 1

e p—— Tt

t

o .
e
AR RS
e

So do mdt bang khu TTDL

Ha tang TTDL bao gom cic hé thong:

- Hé théng Pién ngudn va UPS;

- Hé théng Diéu hoa khong khi: gdm 02 hé théng:

+ Hé thong diéu hoa giai nhiét nudc (chiller) va may lanh chinh xac;
+ Hé théng diéu hoa cuc bo.

- Hé théng an ninh (camera quan sat va kiém soét ra vao);

- Hé thdng bao chay som va chira chay khi Nito;

- Hé théng kién tric va san nang;

- Hé thdng giam sat moi truong va phat hién chat long.

TTDL c6 cac khu vuc chirc ning chinh nhu sau:

- Phong giam sat (phong Monitor) b tri ciac man hinh giam sat dé can bo
quan tri TTDL co thé theo doi viéc ddm bao an ninh trong TTDL (qua h¢ thong
camera), theo doi tinh trang hoat dong cua cac hé thong ha tang TTDL (diéu hoa,
dién nguon va UPS, nhiét d¢ va @6 am...), tir d6 phat hién dugc cac su co ki thuét
deé kip thoi sura chira, khac phuc.

- Phong Nguén dién va UPS (phong Power):

+ Hé théng dién ngudn va UPS c6 du phong 2 hé théng chay song song véi
cong suat mdi hé thong 1a 160KW. Hé thong dién ngudn va UPS niay dam bao
cung cap dién sach phuc vu phong may chu hoat dong lién tuc 24/24.
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+ Ngoai ra hé thong dién ngudn Trung tam dit liéu dugc du phong cap dién
tor may phat dién du phong (tu dong bat 1én khi mat dién ludi).

- Phong may chu s6 1: (dién tich 200m?), hién dang dat 36 ta rack, cu thé:

+ 16 ti Rack thudc hé théng TABMIS: 13 tii Rack dugc lip dit tir nim
2008, 03 ti duoc lap dat tir nam 2018.

+ 20 tu Rack duoc lflp dat tr nam 2008, hién dang chira cac thiét bi mang,
bdo mat, ha ting truyén thong, moi trudng phat trién, h¢ thong TCS.

+ Céc ti mang bao gdm: Rack M01; M02; M03; M04; Rack 10, Rack 11

| B | | REEEN H BT

= I I
Piku hoa cuc b
g

. i hia chinh xde
- Cira ra vao
|§Ecx | T RACK chuyén ding

IRREREN-
R IENEE-

RACK 15

So do mdt bang bé tri thiét bi phong mdy chii 56 1

- Phong may chu s0 2: (dién tich 150m?): hién dang dat 29 Tu Rack dugc
lap dat tir ndm 2013, trong do:

+ 26 tu Rack dang chira cadc may chu, thiét bi mang, bao mat, thiét bi luu
trit, thiét bi sao luu tap trung.

+ 03 ti Rack chuyén dung lap dit thiét bi Luu trit, sao luu tap trung cho cac
hé théng: Thanh toan song phuong, Thanh toan lién ngan hang, Intranet, Dich vu
cong, Tong ké toan, Kho dir liéu; hé théng may chu 4o héa cai dit cac ung dung
tai Trung uong...

+ Céc ti mang bao gdm: M01, M02
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Tu Rack
Diéu hoa
cuc bo

Cua ra vao

E] T RACK chuyén ding

RACK 14

RACK 13
]

DH Inrow

DH Inrow

Sor d6 mat bang bé tri thiét bi phong mdy chii 56 2
TTDL KBNN dang dit cac thiét bi thuoc mdi trudng san xuét cua cac hé
thdng quan trong, hoat dong 24/7.
Céc phong giam sat, phong ngudn va phong méay cha déu duoc Lip dat diéu
hoa, céc thiét bi phuc vu gidm sat moi trudong, cac thiét bi bao chay, chira chay tu
dong. Phong may cha sé 1 va 2 dugce lap dat hé thong phat hién chat long.
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8.6.2.2. So do bo tri thiét bi mang phong may chii s6 1
So dd b tri thiét bi mang phong méy chu sé 1 trén cac Rack: MO1, M02:

Iilll Patch Panel 1
|}[| Patch Panel 2
Patch Panel 3
Patch Panel 4

Patch panel déng
Patch panel dong
Patch panel dong

Patch panel déng
E TW-SW-Cisco-2960G-01
e ] ||| TW-SW-Cisco-2060G-02
TW-SW-EX2200-MGMT 0 T TW-SW-EX2200-DMZ
"TW.SW.SMC
SWMGT 01 (EX4200)
namces,,
F1f— TW.SW.CPE.02 (EX4200.24T TW-SW-Cisco-2960-04
TW-SW-DG-01 (QFX3100 Director) TW-SW-Cisco-2960-03
|| TW-SW-DG-02 (QFX3100 Director ) | TWFW-Core-01
TW-FW-Core-02
j TSR TW-SW-EX3300-EDGE-01
il SR || TW-SWQFX3500-SVR-02 TW-SW-EX3300-EDGE-02
S || TW-SWQFX3500-SVR-03
E 3
I || TW-SWQFX3500-SVR-04 RS
R | TW-SW-IC-01 (QFX36004)
P
IR || TW-SW-IC-02 (QFX36004) TW-FWSRX1400-LL02
1-l'_lIl.|—.I-r

RACK M1 RACK M02
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So dd bb tri thiét bi mang phong may chu sé 1 trén cac Rack: M03, M04,
Rack10:

Server room 1

Patch panel dong e ——— ||| Patch panel dbng
ssssssARRAR ||| Patch panel quang s smmmnnnr (| Patch panel quang TW-WSG-01
LT TTrTT N Patch panel quang  mm e AR 1 Patch panel quang TW-WSG-01
| messssanannn, || Patchpanel quang sessssannn ||| Patch panel quang TW-SVB-02
=rrmsmannnnrL || Patch panel quang Patch panel quang TW-SVB-01
| SW-SMC-BANK
TW-SRX240-BANK-01 i Lo
TW-TD-Mall
40-BANK
TW-SRX240-BANK-02 TW-VW.2200-2 TW.TD-WEB
TW-FWSRX1400-BANK-01 TW-DBF-01
TW-DBF-01
TW-SW-TAB-01 (EX3300) .
TW-FWSRX1400-BANK-02 TW-SW-TAB-02 (EX3300) Tippoint 8200-02
Tippoint 8200-01
F5-3600-TCS-02
F5-3600-TCS-01
TW.WAF.02
TW-WAF-01
Vigor 3300
TW-FWSRX1400-ADSL-01
TW-SW-Core-01 (EX8208) TW-SW-Core-02 (EX8208) TW-FWSRX1400-ADSL-02

RACK M03
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8.6.2.3. So do bo tri thiét bi mang phong may chii s6 2
So dd b tri thiét bi mang phong méy chu s6 1 trén cac Rack: M01, M02:

Server room 2

Patch panel quang

Patch panel dong
Patch panel dé 4
e | o | Pate parel ding
Patch panel dong T — .
e e e s Patch panel dong
Patch panel dong ; ]
]| Patch panel dong
Patch panel dong ;
——— | (R
Patch panel dong
TW-UAC-01 & TW-UAC-02
(Juniper Networks Junos Pulse Gateway 4610)
TW-EX4200-00
TW-EX4200-01 TW-EX2200-MGMT
TW-EX4200-02
SW-3750X1
TW-NSM3000
TW-EX4200-03 SW-3750%2
TW-WL-MGT (IBM x3650 M4 ) SW-3750%3
TW-EX2200-MGMT
TW-WL L
C-01 (WLCB00) SW-3750X4
TW-WLC-02 (WLCB800)
SW-3750X5
TW-RAD-01 (IBM x3650 M4) SW-3750X6
SW-C3560G-POC
TW-RAD-02 (IBM x3650 M4)
LB-F5-4200-POC
TW-SWQFX3500-SVR-05
TW-SWQFX3500-SVR-06 TW-CitrixNetScaler (8905)

RACK M01 RACK M02
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8 7. So dd va thuyet minh chi tiét glal phap thiét ké mang, du'o’ng truyen, ha
ting ky thuit, an toan thong tin, cap dién, chéng sét, hé thong lam mat, tinh
toan bang thong duong truyén

8.7.1. So d6 thiét ké tong thé

Hi¢n tai KBNN dang thuc hién cac cong viéc dé trién khai ké hoach “Thué
trung tam dit li¢u Kho bac Nha nuéc”. Do do, du an “Pau tu hé théng mang LAN co
quan Kho bac Nha nude” s& ¢6 02 mé hinh thiét ké tong thé trong 02 trudng hop sau:

+ Trudng hop 1: TTDL chua duogc di chuyén dén dia diém thué theo ké hoach
thué TTDL KBNN

+ Truong hop 2: TTDL di duoc di chuyén dén dia diém thué theo ké hoach
thué TTDL KBNN

Diém khac nhau giira 02 so d6 thiét ké tong thé nay la:

+ So d6 thiét ké truong hop TTDL chwa dwgc di chuyén: Thiét bi chuyén mach
Core Switch s& két ndi truc tiép qua cap 10Gbps véi thiét bi chuyén mach ving bién
va cung duoc ldp dit trong TTDL dit tru sé co quan KBNN.,

+ So dd thiét ké trudng hop TTDL da dugc di chuyén dén dia diém thué: Thiét
bi chuyén mach Core Switch s& két ndi véi thiét bi chuyén mach ving bién qua 02
kénh truyén cta nha cung cp dich vu.

So dd tong thé hé thong sau khi nang cép trong truong hop TTDL chua duoc
di chuyén dén dja diém thué theo ké hoach thué TTDL KBNN nhu sau:



May chi quan tri, gidm sat

Thiétbi didu Thictbi quanly

hén fruy  mang ngudi
cipmang  ding

st |
“Thiétbi ciéu khién My chi i a :
oo Thiet bi chuyen
Accesspoint mach viing quan trj

May chu ing dung

37

Két ndi TABMIS

CHUYEN MACH TABMI

iey s ]

{38 %

.~/ —

uyén mach viing
ngén hang

_ | Router két néingan
. hang
Tuong lbaving . |
nganhang  Ving ketnoi ngan,
hang - - -

q Thiét bj can bang
Mwémg liraviing 1i kénh truyén
fruy cdpIntemet  Intemet

Switch
Distribution

| 33 i

- A

Ngin hang %

7 thirong
( mal, Ngén
. hing nha }
\ meoc
&
2

WAN MOF

So d6 tong thé hé théng sau khi nang cap trong truong hop TTDL di duoc di
chuyén dén dia diém thué theo ké hoach thué TTDL KBNN nhu sau:



38

May chi quan tri, giam sdt
Thiétpidiés Thieti quan'§
Kienty  mangnguoi

cipming  ding

k
5 (] | | |
I ey 2 % 5 I [T | |
e o Théthichuén | (|| KetnolTABMIS i |
Accesspoint mach ving qun tri | | | | :
| | | |
| | - /
1 |l e e e i whhing | L rh;l;
| L
| | . & | \ ngdn 1 thuong E
| — 1R | ‘ erinin | | e |
| [ | iy o] s | Router két ndi ngén } | hang nha )
} } ‘ hing L
‘ Twing lavi y o) ~
i - | i gty Vinghétningn
| ) D | e big. -
| |
\ ’ — & “ ‘ R i |
| i pashosnatanacacas | .
} | I : |
| | | / | :
} May ch irng dung | } : a
I )il N\
| [ 1
| L Thibicin R~ {
} I WAL Mudmg laaving tikénh tuyén : ( Internet |
. | truy cap| t
| | CHUYEN MACH VING | P e i |
‘ | B I ‘ Ving truy capIntemet. f
! | BIEN ; -------------------- 1 o~
| |
| |
| ﬁﬂé . [
‘ B CHUYEN MACH VONG |
| 1 SRVER | |
| T e
| B | w
0o de
| |
| MaychicL DB | ! |
\ ‘ | Sitch P
‘ ‘ ] Distibuton | | “\\f}
! oo Publchiene ]
— :
I
| CORE SWITCH |
"""""""""" f""""""""""l
TW;%1 : : .
i L | WANMOF
TW%} | M \
| WANModule |

Hé thong mang LAN KBNN sau khi nang cip bao gdm cac hang myc sau:

Hé théng chuyén mach ving server: Pugc trién khai theo mé hinh mang duoc
dinh nghia bang phan mém (Software-Defined Networking - SDN), cung cap két ndi
téc do cao cho hé thong may chit KBNN.
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Thiét bi chuyén mach viing bién: Cung cép két ndi gitra cac Ngan hang thuong
mai, Ngan hang nha nudc véi hé théng mang TTDL; két ndi gitta ving mang NSD
tai co quan KBNN v61 TTDL; két nbi gitta mang LAN KBNN voi Internet; két ndi
gitra mang LAN KBNN véi ha ting truyén thong BTC; két ndi gitta LAN KBNN véi
hé théng TABMIS; két ndi gitta TTDL méi trudng san xuat va TTDL méi truong du
phong. Céc thiét bi chuyén mach ving bién véi kha niang 4o hoa s& co thé ghép lai
v6i nhau dé tao thanh 01 thiét bi logic duy nhét, gitip cho cong tac quan tri van hanh
cua KBNN tr¢ nén don gian hon.

Thiét bi chuyén mach viing TABMIS: Cung céap két ndi 1Gbps cho hé théng
TABMIS va dong thoi két ndi vé hé théng chuyén mach bién véi tbe do 10Gbps.

Thiét bj chuyén mach viing quan tri: Cung cép cac két ni 1Gbps phuc vu luu
thong quan tri cho cac thiét bi mang, bao mét, luu trir, may chi.

Thiét bi chuyén mach Core Switch: Pam nhiém vai trd chuyén mach cho toan
b6 hé thong mang ving ngudi ding tai co quan KBNN.

Thiét bi chuyén mach 16p Access: Thiét bi cung cép cac két néi GE cho cac
thiét bj dau cudi nhu PC, May in, Photocopy, Access Points, Camera, ...

Thiét bi phat song Access point: 1a diém két ndi khong day cho tit ca cac thiét
bi déu cudi twong thich véi chuan, 802.11n, 802.11ac, 802.11ax.

Thiét bi diéu khién Access point: Quan Iy toan bd cac Access point trong ha
tang Wireless.

Hé thng diéu khién truy cdp mang: giup nhan dién cac diém cudi va thuc thi
chinh sach cho dich vu. H¢ théng diéu khién truy cap mang tich hop thuc thi chinh
sach voi thiét bi quan 1y mang ngudi ding.

Thiét bi quan 1y mang nguoi ding: quan 1y tip trung c4u hinh va ludng dit liéu,
thuc hién cai dit cAu hinh toan bo thiét bi trong hé thf)ng SD-LAN, ho so mang cho
cac thiét bi vat 1y, dia chi IP, quan 1y, quyén truy cap ctia NSD.

Thiét bi twong lira viing ngan hang: Kiém soét thong tin trao ddi gitta cic ngan
hang vé6i dir liéu ctia KBNN. Thiét bi bén canh tinh ning tudng lira (Firewall) con
dugc trang bi kha ning phong chong xam nhap (IPS).

Thiét bi chuyén mach ving ngan hang: Cung cip céc két ndi 1Gbps cho cac
thiét bj may chu, bao mat ving két nbi voi ngan hang.

Thiét bi Router két ndi ngén hang: Cung cap két nbi tir KBNN sang Ngan hang
Nha nudc va cac Ngan hang Thuong mai.
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Thiét bi tuong lira ving truy cdp Internet: kiém soat truy cdp cua ngudi st
dung trong mang LAN KBNN két n6i Internet. Thiét bi bén canh tinh ning tuong
Iira (Firewall) con dugc trang bj kha ning phong chong xam nhap (IPS).

Thiét bi can bang tai kénh truyén Internet: co chiic ning can bang tai cac két

nbi Internet.
8.7.2. Hé thong chuyén mach viing server

8.7.2.1. So do thiét ké
-
TW-SW-IC-02
TW-SW-IC-01 2 ’_.
1N
P1:P12 P1+P12
]

P43:P52

P49:P52 PA%:P52 P49:P52 P49+P52 P49+P52
- - - 5 -
ﬁ

Do p . B _
TW-SW- {™p2 e Pl A PAD /P48 +P4s P48
SVROT py ,qu;wsvnbz TW-SW-SVR-03 TW-SW-5VR-04 TW-SW-SVR-05  _“TW.SW-SVR-06
p1™h P2 P1™, /P2 P1%. P2
g W =
e e =
IS S e = e ey |
S = e
TW-FW-CP-01 TW-FW-CP-02 -
TW-SVR-DCM-01 TW-SVR-DCM-02 TW-SVR-DCM-03
Chu thich:
TW-FW-CP-0x: Thiét bi Firewall hién cé Px: Port
TW-SW.IC.0x: Thiet bi Lién ket chuyén mach ving Server Cap quang, toc d6 10Gbps
—_— Céap quang, téc dé 100Gbps

TW-SW-SVR-0x: Thiet bi Chuyén mach viing Server
TW-SVR-DCM-0x: Thiet bi diéu khién chuyen mach vang Server

8.7.2.2. Thuyét minh gidi phap
Hé théng chuyén mach ving server ciia KBNN hoan toan duya trén nén ting 1a

cong nghé SDN. Thiét ké hé théng chuyén mach ving server bao gdm 03 thanh phan

chinh:
- Thiét bi chuyén mach ving Server
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Pay 1a cac thiét bj chuyén mach truy cap (Leaf switch) trong kién tric SDN.

Thiét bi chuyén mach viing Server 1a thiét bi chuyén mach c6 mat d6 cong cao,
do tré cuc thé.p, c6 nhiém vu cung cép két nbi toi hé théng server, hé théng mang vao
ra cho hé théng. Thanh phéan c6 kha nang thyuc hién chuyén tiép goi tin & ca 16p 2 va
16p 3, thuc hién cac chinh sach QoS, quan tri ACL (Access Control List) va cac tac
vu quan tri khac. Hé théng chuyén mach ving Server bao gdm 06 thiét bi chuyén
mach ving Server thay thé cho 06 thiét bi chuyén mach ving Server Juniper
Networks QFX3500 hién nay.

Thiét bj chuyén mach ving Server s& cung cap giao tiép 1 Gbps, 10 Gbps, 25
Gbps cho cac thiét bi may chu va luu trir trong mang, thiét bi mang, bao mat. Thiét
bi chuyén mach ving Server két ndi véi hé thong Core Firewall hién tai cia KBNN
thong qua giao tiép 10GE, két ndi voi hé thong Firewall Co s¢ dit liéu hién tai thong
qua giao tiép 1GE. Bén canh d6, mdi thanh phan s& str dung cac két ndi uplink tdc
d6 100Gbps hoat dong trén cap quang, mdi thanh phan s& co 04 duong uplink két noi
v6i thanh phan lién két chuyén mach ving Server.

- Hé thong lién két chuyén mach ving Server

Pay 1a cac thiét bi chuyén mach xuong séng (Spine) chiu trach nhiém lién két
tat ca cac thiét bi chuyén mach truy cap trong kién trac SDN.

Céc thiét bi chuyén mach ving Server trao doi dir liéu v6i nhau thong qua
thanh phan lién két chuyén mach viing Server bang cach xay dung 1én mot hinh mang
& dang Mesh, sir dung céc lién két quang tbc d6 100Gbps.

Thiét ké dé xuat sur dung 02 hé théng lién két chuyén mach trong moé hinh hé
thong chuyén mach ving Server nhim cung cap kha ning du phong ca vé mit thiét
bi 14n lién két. 04 lién két uplink téc d6 100Gbps tir mdi thiét bi chuyén mach ving
server sé dugc phan bd trén ca 02 thanh phan Lién két chuyén mach ving Server.

- Hé thong thiét bi diéu khién chuyén mach ving Server (bd diéu khién SDN)

La thiét bj quan 1y va didu khién cac thiét bj chuyén mach, thuc thi chinh sach
tap trung cho toan bo hé théng mang chuyén mach vung Server.

MB&i thiét bi didu khién chuyén mach ving Server s& két néi v6i 02 thiét bi
chuyén mach ving Server thong qua giao tiép quang tc d6 10GE dé dam bao tinh
du phong.
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Thiét ké d& xuat str dung 03 thiét bi diéu khién chuyén mach ving Server trong
md hinh hé théng chuyén mach ving Server nham cung cép kha ning du phong ca
vé& mat thiét bj 1an lién két.

- Thiét bi lién két chuyén mach ving Server TW-SW-IC-01: Can 12 giao tiép
quang toc 0 100Gbps két ndi véi 06 thiét bi chuyén mach ving Server.

- Thiét b lién két chuyén mach ving Server TW-SW-IC-02: Cén 12 giao tiép
quang toc d6 100Gbps két ndi véi 06 thiét bi chuyén mach ving Server.

- Thiét bi chuyén mach ving Server TW-SW-SVR-0x:

+ 04 giao tiép quang toc do 100Gbps két nbi véi 02 thiét bi lién két chuyén
mach vung Server;

+ 01 giao tiép quang toc do 10Gbps két ndi v4i 01 thiét bi didu khién chuyén
mach vung Server;

+ 24 giao tiép quang 25GE, 19 giao tiép 10GE, 2 giao tiép 1GE dong, 2 giao
tiép quang 1GE phuc vu cho cac két ndi dén may chu, luu trix, thiét bi mang, bao mat
khac.

Thiét bi diéu khién chuyén mach viing Server TW-SVR-DCM-0x: can 02 giao
tiép quang 10GE két nbi véi 02 thiét bi chuyén mach ving Server.

Phuwong 4n trién khai: 06 Thiét bi chuyén mach vung Server, 02 thiét bi lién
két chuyén mach ving Server, 03 thiét bi diéu khién chuyén mach ving Server s&
duoc trién khai tai Trung tdm dit liéu KBNN. Viéc thay thé thiét bi s& duogc tién hanh
vao thoi diém thich hop nham khong anh hudng téi hoat dong nghiép vu cia KBNN.
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8.7.3. Thiét bi chuyén mach ving bién

8.7.3.1. So’ db thiét ké
=" ==

—— —

y )

TABMIS

R i St st1 )
TW-SW-TAB-01 TW-SW-TAB-02
%&m 2 _i

P25iP26 ) P2RPIG
. H .

TW-FW-CP-01

TW-SW-EDG-01

TW-FW-CP-02
Cha thich: TW-SW-COR-01 TW-SW-COR-02
u thich: B .
TW-SW-COR-0x: Thiét bj chuyén mach Core Switch Cap déng, téc dd 1Gbps e
TW-VW.-0x: Thiet bj VirusWall hién cé ;o —E :;
TW-SW-EDG-0x: Thiét bj chuyén machvungBien ~ =========- Cap quang, toc do 10Gbps Faremr

TW-SW-TAB-0x: Thiét bj chuyén mach ving TABMIS
TW-IPS-0x: Thiét bj IPS hién co

TW-SW-DIS: Thiét bj Switch Distribution hién cé Cap Stackl cap DAC
Fs’g:PGoirato tiep Stacking — = = Cap quang, toc do 25Gbps

— — —  Cap quang, tbc dd 1Gbps

8.7.3.2. Thuyét minh giai phap
- Theo thiét ké, cap thiét bi chuyén mach ving bién duoc cau hinh 40 héa 02

thiét bi vat ly thanh Ql svyitct} logic (theo cong ngh¢ xép chﬁl}g). Cap thi€t bi nay sé&
c6 chirc nang cung céap két noi gitra cac ving mang cua hé thong mang LAN KBNN
va cac ket noi bén ngoai.

Sb cong két nbi tir thiét bi chuyén mach vung bién dén céc thiét bi nhu sau:

Thiét bi chuyén mach ving bién TW-SW-EDG-01:

+ 02 port 25GE két ndi voi 02 thiét bj chuyén mach ving bién 02

+ 01 port 10GE két ndi vai 01 thiét bi chuyén mach viing Core Switch

+ 02 port 10GE két ndi vai 02 thiét bj chuyén mach viing TABMIS

+ 02 port 10GE két ndi voi 02 thiét bj chuyén mach Distribution
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+ 02 port 10GE két ndi voi 02 thiét bj Firewall Core

+ 04 port 1GE quang két ndi v6i 01 thiét bi Antivirus Gateway (VirusWall
TippingPoint 2200)

+ 01 port 1Gbps dong két nbi véi 01 thiét bi IPS ving ha ting truyén thong

Thiét bi chuyén mach ving bién TW-SW-EDG-02:

+ 02 port 25GE két ndi vai 02 thiét bj chuyén mach viing bién 01

+ 01 port 10GE két ndi véi 01 thiét bj chuyén mach ving Core Switch

+ 02 port 10GE két nbi véi 02 thiét bi chuyén mach ving TABMIS

+ 02 port 10GE két ndi vai 02 thiét bj chuyén mach Distribution

+ 02 port 10GE két ndi voi 02 thiét bi Firewall Core

+ 04 port 1GE quang két ni véi 02 thiét bi Antivirus Gateway (VirusWall
TippingPoint 2200)

+ 01 port 1GE ddong két nbi voi 01 thiét bi IPS ving ha ting truyén thong

Phwong 4n trién khai: 02 thiét bj chuyén mach ving bién s& duoc trién khai
tai Trung tam dir liéu KBNN. Vigc thay thé thiét bi s€ dugc ti€én hanh vao thoi diém
thich hgp nham khong anh huong td1 hoat dong nghiép vu ciia KBNN.



45

8.7.4. Thiét bi chuyén mach ving TABMIS
8.7.4.1. So @b thiét ké

(\\. TABMIS ))

TW-SW-TAB-01 TW-SW-TAB-02

P23

NVRE -

TW-SW-EDG-01 N TW-sw-EDG-02

i€

Cha thich:

Cap dong, téc do 1Gbps
TW-SW-EDG-0x: Thiél bi chuy_én machvang Bien . Cap quang, toc dd 10Gbps
TW-SW-TAB-0x: Thiét bi chuyén mach vung TABMIS Cap Stack/ cap DAC

Stx: Giao tiép Stacking - : i
Px: Port = Cap quang, toc do 25Gbps

8.7.4.2. Thuyét minh giai phap

- Theo thiét ké, cap thiét bi chuyén mach ving TABMIS dugc cau hinh ao hoa
02 thiét bi vat Iy thanh 01 switch logic (theo cong nghé xép chdng). Cap thiét bi sé
thay thé 02 thiét bi Juniper EX3300-24T hién co.

- Thiét bi s& két ndi voi thiét bi chuyén mach vung bién thong qua cac giao
tiép 10GE va két nbi vao h¢ théng TABMIS thong qua giao tiép 1GE. Mdi thiét bi
chuyén mach viing TABMIS sé can c6 céc két ndi sau:

+02 két ndi uplink 10Gbps quang phuc vu két ndi tdi 02 thiét bi chuyén mach
vung bién

+02 giao tiép phuc vu két ndi xép chong

+24 giao tiép déng 1GE phuc vy két ni vao TABMIS

Phuwong an trién khai: 02 thiét bi chuyén mach ving TABMIS sé& duoc trién
khai tai Trung tam dir liéu KBNN. Viéc thay thé thiét bi s& dugc tién hanh vao thoi
diém thich hop nham khéng anh hudng téi hoat dong nghiép vu ciia KBNN.
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8.7.5. Thiét bi chuyén mach vung quén tri
8.7.5.1. So do thiét ké

MAY CHU QUAN TRI, GIAM SAT

TW.WLC-01 TW.WLC-02 TWNCo1  TWNCO0Z  TWNC.03 TW-UAC-01 TW.UAC-02

TW-SW-MGT-02

TW-FW-CP-01 TW-FW-CP-02

Chii thich:

dred TW-SW-MG T-0x: Thiét bi chuyén mach ving quan trj Cap dbng, toc do 1Gbps
ﬁ EE Hé .théng TW-FW-CP-0x: Thiét b Firewall hién cé
= = ch_uyén mach Stx: Giao tiép Stacking Cap Stack/ cap DAC
vung Server Px: Port

8.7.5.2. Thuyét minh giai phap

- Theo thiét ké, cip thiét bi chuyén mach ving quan tri dwgc ciu hinh a0 héa
02 thiét bi vat 1y thanh 01 switch logic (theo cong nghé xép chong).

- Cip thiét bi chuyén mach ving quan tri cung cip két nbi 1GE sir dung cap
dong t&i toan bo cac thanh phan thude phan ving may cht quan tri, giam sat, thanh
ph?m quan tri cua cac thiét bi mang, bao mat, may chu trong TTDL. Bén canh do, 02
thiét bi két ndi t6i Firewall nham bao vé cho moi dit liéu quan tri trude cac cude tan
cong. Luu thong quan tri duge giam sat thong qua thiét bi Firewall hién c6. Cap thiét
bi nay sé& thay thé cap thiét bi Juniper EX4200-24T hién c6.

- Mdi thiét bi chuyén mach ving quan tri can 48 cong 1GE, trong d6 s6 két
ndi can thiét cho cap thiét bi chuyén mach ving quan tri can la:
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+ 79 két ndi 1Gbps dong theo hién trang (bao gom 02 két ndi 1GE dén thiét bi
Firewall Core)

+ 14 két ndi 1Gbps dong két ndi dén cac thiét bi: 02 thiét bi diéu khién Access
point, 03 thiét bi quan 1y mang ngudi dung, 02 thiét bi diéu khién truy cap mang (
mdi thiét bi nay s& c6 02 két ndi dén 02 thiét bi chuyén mach viing quan tri sir dung
port group dé tang tc d6 va du phong két ndi)

+ 02 giao tiép phuc vu két n6i xép chong

Phwong 4n trién khai: 02 thiét bi chuyén mach ving quan tri s& duogc trién
khai tai Trung tam dir liéu KBNN. Viéc thay thé thiét bi s& dugc tién hanh vao thoi
diém thich hop nhiam khéng anh huong téi hoat dong nghiép vu ciia KBNN.

8.7.6. Thiét bi chuyén mach Core Switch
8.7.6.1. So' do thiét ké

TW-SW-EDG-02
P5,
:
P21 i
I P47 P47
TW-SW-COR-01 4-\3' T TW-SW-COR-02
o i L - L2
P1:P19 ! 11 ' pP1:p18 ‘
Téng 1 b B T H
‘ : RO heERe R Chithich: ' ‘
QQ ‘g —— i HE R TW-SW-COR-0x: Thiét bi chuyén mach Core Switch
] H i H TW-SW-EDG-0x: 111ié} bj chuyén mach vung Bién
"""""""" Gy T T T T ';A}I;;; ;\r; ';; 7 R i H HAN-FOx-SW-0y: Thiét bi chuyén mach Access
Thng2 ﬁ <~$ H e n B Px: Port
G [ propreoseereeeeeeed P
- qg H H H
T LI P i
Téng 3 H Qg QQ HAN-F03-SW-0{1:4) i i E E -------- Cap quang, toc do 10Gbps
s i : 1 i 2
i —— ; : : — — —— Cép quang, toc do 25Gbps
qﬁ QB = s i
Tang 13 6 HACERIESWMET | s smaas oy
% ...............................................................
Thiét b chuyén mach
I&p Access tai cac tang

8.7.6.2. Thuyét minh giai phap

- Thiét ké bao gdbm 02 thiét bi chuyén mach Core Switch dé dam bao tinh dy
phong. Cip thiét bi nay két hop véi cac thiét bj chuyén mach Access tao thanh mot
mang SD-LAN cho ngudi sir dung tai co quan KBNN, dong thoi 1a thiét bi dinh
tuyén ving mang NSD véi TTDL ctia KBNN.
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- Mdi thiét bi chuyén mach Core Switch trong cdp thiét bi duoc ciu hinh du

phong day du:

+ Du phong diéu khién

+ Du phong module chuyén mach

+ Dy phong ngudn

Viéc du phong nay gitip cho hé thdng hoat dong lién tuc 24/7, mot cach sudn

sé, ngay ca trong truong hop bat ky thanh phan nao cua thiét bi gip su ¢ thi thanh
phan du phong déu dugc kich hoat dé dam nhiém vai tro.

Vi thiét ké dé xuit ¢ trén, thiét bi chuyén mach Core Switch can ¢6 sb lugng

giao tiép nhu sau:

Thiét bi chuyén mach Core Switch TW-SW-COR-01:

+ 19 port 10GE két ndi véi 19 thiét bi chuyén mach 16p Access ting
+ 01 port 10GE két ndi véi 01 thiét bi chuyén mach ving bién

+ 03 port 25GE két ndi véi thiét bj Core Switch 02

Thiét bi chuyén mach Core Switch TW-SW-COR-02:

+ 18 port 10GE két ndi véi 18 thiét bi chuyén mach 16p Access ting
+ 01 port 10GE két ndi véi 01 thiét bi chuyén mach ving bién

+ 03 port 25GE két ndi vai thiét bi Core Switch 01

Phwong an trién khai: 02 thiét bi chuyén mach Core Switch s& dugc trién

khai tai tru s KBNN 32 Cat Linh. Viéc thay thé thiét bi s& duoc tién hanh vao thoi
diém thich hop nham khéng anh hudng toi hoat dong nghiép vu ciia KBNN.

8.7.7. Thiét bi chuyén mach 16p Access
8.7.7.1. So' dd thiét ké

Mo hinh thiét ké thiét bi chuyén mach 16p Access — Tang 1:
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TW-SW-COR-01 TW-SW-COR-02

[]
\

— m_
May tram May tram
P25
'/ P26 W '/
Sl ...." = “H
IP Phone HAN-F01-SW-02 HAN-FO1-SW-01 IP Phone

Access Point Access Point
Chii thich:
TW-SW-COR-0x: Thiét bi chuyén mach Core Switch —_— Cap déng, tc d6 1Gbps
HAN-F01-SW-0x: Thiét bi chuyén mach lop Access ~ ==========r Cép.quang; oc 45 10Ghps
Px: Port

Mo hinh thiét ké thiét bi chuyén mach 16p Access — Tang 2:
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TW-SW-COR-01 TW-SW-COR-02

IP Phone

Access Point

— Access Point
IP Phone

Chu thich:

TW-SW.COR-0x: Thiét bj chuyén mach Core Switch _— Cap ddng, toc d6 1Gbps
HAN-F02-SW-0x: Thiét bi chuyén mach lép Access ;
Px: Port i Cap quang, toc dé 10Gbps
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Mo hinh thiét ké thiét bi chuyén mach 16p Access — Tang 3:

L1

May tram

May tram

e

-

IP Phone

==y —

Access Point

Cha thich:

TW-SW-COR-01

P25

HAN-F03
-SW-02A

TW-SW-COR-0x: Thiét bi chuyén mach Core Switch
HAN-F03-SW-0x: Thiét bj chuyén mach krp Access

Px: Port

TW-SW-COR-02

aee -SW-01B

HAN-F03
-SW-01A

Caép dbng, téc 4§ 1Gbps
Cép quang, téc d6 10Gbps

Mo hinh thiét ké thiét bj chuyén mach 16p Access — Tang 5:
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TW-SW-COR-01 TW-SW-COR-02

\

Il

£
e

i

{

Access Point

Ch thich: B
TW-SW-COR-Ox: Thiét bi chuyén mach Core Switch Cap déng, toc d6 1Gbps IP Phone
HAN-F05-SW-0x: Thiét bi chuyén mach lop Access s T

Px: Port ssssssssss Cap quang, toc dé 10Gbps

Mo hinh thiét ké thiét bj chuyén mach 16p Access — Tang 7:
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TW-SW-COR-01 TW-SW-COR-02

P9 :
P
f H .
g -
i —] . " [
' TR H
May tram : : '
P25 E :
H H
] 1 6 4 H
...
HAN-FO7- E E E
May tram SW-02A : ! i SW-01B
. 1] .
' HE
~ pas} e
[ : ¥ =
=/ —i{"“ ! Access Point
- AN B g e
IP Phone HAN-FO7- E HAN-FO7-
SW-02B ! SW-01A
P25 |
oo S o
SW-01C
Access Point
Chi thich: . I B
TW.SW.COR-0x: Thiét bi chuyén mach Core Switch Cap déng, téc a6 1Gbps May tram IP Phone
HAN-FO7-SW-0x: Thiét bi chuyen mach I&p Access ... Cap qumg.tﬁc 46 10Gbps

Px: Port

M6 hinh thiét ké thiét bi chuyén mach 16p Access — Tang 8:

TW-SW-COR-01 TW-SW-COR-02

HAN-F08-SW-01B

Chi thich: ’ i P ip ddna. 6 Access Point
TW.SW.COR.0x: Thiét bi chuyén mach Core Switch Cap dong, toc 9 1Gbps
HAN-F08-SW.0x: Thiét bi chuyén mach kp Access

. Fom
Bl 0 om e ehasaeess Cap quang, toc 45 10Gbps
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M6 hinh thiét ké thiét bi chuyén mach 16p Access — Tang 9:

TW-SW-COR-01 TW-SW-COR-02

P14}
........... HE
- P25
% Access;oint
HAN-F09- tang 9-2
SW-01A

AccessPoint %i

EesssssssMssssssssssssssssdessssanannnn

tang 9-1 HAN-F09-
SW-01B
mﬁ
HAN-F09-SW-01C
Cha thich:
TW-SW.COR-0x: Thiét bi chuyén mach Core Switch S— Cap déng, téc d6 1Gbps
HAN-F09-SW-0x: Thiét bi chuyén mach kep Access o ecececees Cap quang, toc dj 10Gbps
Px: Port

Mo hinh thiét ké thiét bi chuyén mach 16p Access — Tang 10:
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TW-SW-COR-01 TW-SW-COR-02

HAN-F10 IP Phone

ssmsssssssspessssansann

May tram HAN-F10
-SW-01B -SW-02A
P25
HAN-F10-SW-01A
Access Point
Access Point

IP Phone

Chu thich:

TW.SW.COR-0x: Thié bi chuyén mach Core Switch £4p Gdng, We ag 1GLps
HAN-F10-SW-0x: Thiét bj chuyen mach lop Access = ceccecaeas Cép quang, téc 46 10Gbps
Px: Port



56

M6 hinh thiét ké thiét bi chuyén mach 16p Access — Tang 11:

TW-SW-COR-01 TW-SW-COR-02

P —
PaT

=

My tram My tram
P35 ‘P2
P26

Ay o Y e
7 —— gy —— M

—

IP Phone HAN-F11-SW-02A HAN-F11-SW-01A

S o
Access Point Access Point

Cha thich:

TW-SW-COR-0x: Thiét bi chuyén mach Core Switch

E:Np;z:: -SW.0x: Thiet bichuyen mach lop Access Cép quang, tc 86 10Gbps

Cap dong, toc dé 1Gbps

Mo hinh thiét ké thiét bi chuyén mach 16p Access — Tang 12:
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TW-SW-COR-02

HAN-F12-SW-01B HAN-F12-SW-01A IP Phone
(oo S
Access Point
Chi thich:
TW-SW-COR-0x: Thiét bi chuyén mach Core Switch — Cap déng, téc dé 1Gbps

HAN-F12-SW-0x: Thiét bi chuyén mach l&p Access _ e iy
PxPot essssessess Cap quang, toc d6 10Gbps
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M6 hinh thiét ké thiét bi chuyén mach 16p Access — Tang 13:

TW-SW-COR-01 TW-SW-COR-02

.
P16 1P17iP18iP19
v

—— I — ;
May tram H : :

4  erasssaanes k] " H

p2s : : i op2s
Sf > I
e [y :
IP Ph P
e HAN-F13- P26 Pl HAN-F13- | P2 -rrmr
SW-02A : N SW-02D Lh

P25 E P26
HAN-F13-

% HAN-F13-SW-02C
SW-02B

—
D 4 Access Point
~ = Access Point

L

May tram
Cha thich:
TW-SW-COR-0x: Thiét bi chuyén mach Core Switch _— Cap déng, tdc dé 1Gbps
HAN-F13-SW.0x: Thiét bi chuyén mach lop Access = ceccccee=. Cap quang, téc dé 10Gbps
Px: Port =

8.7.7.2. Thuyét minh giai phap

Thiét ké cho khédi chuyén mach 16p Access bao gom 37 thiét bi. Céc thiét bi
chuyén mach Access s& thay thé cho 37 thiét bi Juniper EX3300-24T hién tai.

Céc thiét bi chuyén mach 16p Access dugce phan bo trén céac té"mg tai tru so
KBNN, mbi thiét bi chuyén mach 16p Access s& bao gdm 01 két ndi uplink toc dod
10Gbps quang dén hé théng chuyén mach Core Switch va 24 két ndi downlink 1Gbps
ddng két nbi dén cac thiét bj dau cudi (nhu PC, May in, Access Point, v.v...)

Thiét bi chuyén mach 16p Access dugce thiét ké két ndi voi cac thanh phﬁn bao
gf”)rn: thiét bi chuyén mach Core Switch, thiét bi phat song Access point, thiét bi diéu
khién Access point, hé thc"‘)ng diéu khién truy cap mang tao thanh mot mang SD-LAN
cho ngudi str dung tai co quan KBNN. Tét ca céc thiét bi chuyén mach 16p Access
dugc gidm sat, quan tri tap trung boi thiét bi quan Iy mang ngudi ding.
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Access:

TT | Switch/Cong Két néi toi Toc d§ | Vi tri lap dit

1 | HAN-F01-SW-01 Tang 01 — KT102
P25 TW-SW-COR-02 (P1) 10GE
P26 HAN-FO1-SW-02 (P26) | 10GE

2 | HAN-F01-SW-02 Tang 01 — KT101
P25 TW-SW-COR-01 (P1) 10GE
P26 HAN-FO1-SW-01 (P26) | 10GE

3 | HAN-F02-SW-01 Tang 02 — KT202
P25 TW-SW-COR-02 (P2) 10GE
P26 HAN-F02-SW-02A (P26) | 10GE

4 | HAN-F02-SW-02A Tang 02 — KT201
P25 TW-SW-COR-01 (P2) 10GE
P26 HAN-F02-SW-01 (P26) | 10GE

5 | HAN-F02-SW-02B Tang 02 — KT201
P25 TW-SW-COR-01 (P3) 10GE

6 | HAN-F03-SW-01A Tang 03 — KT302
P25 TW-SW-COR-02 (P3) 10GE
P26 HAN-F03-SW-02B (P26) | 10GE

7 | HAN-F03-SW-01B Tang 03 — KT302
P25 TW-SW-COR-02 (P4) 10GE
P26 HAN-F03-SW-02A (P26) | 10GE

8 | HAN-F03-SW-02A Tang 03 — KT301
P25 TW-SW-COR-01 (P4) 10GE
P26 HAN-F03-SW-01B (P26) | 10GE
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9 HAN-F03-SW-02B Tang 03 — KT301
P25 TW-SW-COR-01 (P5) 10GE
P26 HAN-F03-SW-01A (P26) | 10GE

10 | HAN-F05-SW-01A Tang 05 — KT502
P25 TW-SW-COR-02 (P5) 10GE
P26 HAN-F05-SW-02B (P26) | 10GE

11 | HAN-F05-SW-01B Tang 05 — KT502
P25 TW-SW-COR-02 (P6) 10GE
P26 HAN-F05-SW-02A (P26) | 10GE

12 | HAN-F05-SW-02A Tang 05 — KT501
P25 TW-SW-COR-01 (P6) 10GE
P26 HAN-F05-SW-01B (P26) | 10GE

13 | HAN-F05-SW-02B Téang 05 — KT501
P25 TW-SW-COR-01 (P7) 10GE
P26 HAN-F05-SW-01A (P2) 10GE

14 | HAN-F05-SW-02C Téang 05 — KT501
P23 TW-SW-COR-01 (P8) 10GE

15 | HAN-F07-SW-01A Tang 07 — KT702
P25 TW-SW-COR-02 (P7) 10GE
P26 HAN-F07-SW-02B (P26) | 10GE

16 | HAN-F07-SW-01B Tang 07 — KT702
P25 TW-SW-COR-02 (P8) 10GE
P26 HAN-F07-SW-02A (P26) | 10GE

17 | HAN-F07-SW-01C Tang 07 — KT702
P25 TW-SW-COR-02 (P9) 10GE

18 | HAN-F07-SW-02A Tang 07 — KT701
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P23 TW-SW-COR-01 (P9) 10GE
P26 HAN-F07-SW-01B (P26) | 10GE

19 | HAN-F07-SW-02B Tang 07 — KT701
P25 TW-SW-COR-01 (P10) 10GE
P26 HAN-FO7-SW-01A (P26) | 10GE

20 | HAN-FO08-SW-01A Tang 08 — KT801
P25 TW-SW-COR-02 (P10) 10GE
P26 HAN-F08-SW-01B (P26) | 10GE

21 | HAN-F08-SW-01B Tz;ing 08 — KT801
P25 TW-SW-COR-02 (P11) 10GE
P26 HAN-FO8-SW-01A (P26) | 10GE

22 | HAN-F09-SW-01A Tang 09 — KT902
P23 TW-SW-COR-02 (P13) 10GE
P26 HAN-F09-SW-02A (P26) | 10GE

23 | HAN-F09-SW-01B Tang 09 — KT902
P25 TW-SW-COR-02 (P12) 10GE
P26 HAN-F09-SW-02B (P26) | 10GE

24 | HAN-F09-SW-01C Tang 09 — KT902
P25 TW-SW-COR-02 (P14) 10GE

25 | HAN-F09-SW-02A Tang 09 — KT901
P23 TW-SW-COR-01 (P11) 10GE
P26 HAN-F09-SW-01A (P26) | 10GE

26 | HAN-F09-SW-02B Tang 09 — KT901
P25 TW-SW-COR-01 (P12) 10GE
P26 HAN-F09-SW-01B (P26) | 10GE

27 | HAN-F10-SW-01A Tang 10 — KT1002
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P23 TW-SW-COR-01 (P14) 10GE

28 | HAN-F10-SW-01B Tang 10 — KT1002
P25 TW-SW-COR-01 (P13) 10GE
P26 HAN-F10-SW-02A (P26) | 10GE

29 | HAN-F10-SW-02A Tang 10 — KT1001
P25 TW-SW-COR-02 (P15) 10GE
P26 HAN-F10-SW-01B (P26) | 10GE

30 | HAN-F11-SW-01A Téng 11 — KT1102
P25 TW-SW-COR-02 (P16) 10GE
P26 HAN-F11-SW-02A (P26) | 10GE

31 | HAN-F11-SW-02A Tang 11 - KT1101
P25 TW-SW-COR-01 (P15) 10GE
P26 HAN-F11-SW-01A (P26) | 10GE

32 | HAN-F12-SW-01A Téang 12 - KT1202
P23 TW-SW-COR-02 (P18) 10GE
P26 HAN-F12-SW-01B (P26) | 10GE

33 | HAN-F12-SW-01B Tang 12 - KT1202
P25 TW-SW-COR-02 (P17) 10GE
P26 HAN-F12-SW-01A (P26) | 10GE

34 | HAN-F13-SW-02A Tang 13 - KT1301
P23 TW-SW-COR-01 (P16) 10GE
P26 HAN-F13-SW-02B (P26) | 10GE

35 | HAN-F13-SW-02B Tang 13 - KT1301
P25 TW-SW-COR-01 (P17) 10GE
P26 HAN-F13-SW-02A (P26) | 10GE

36 | HAN-F13-SW-02C Tang 13 - KT1301
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P23 TW-SW-COR-01 (P18) 10GE
P26 HAN-F13-SW-02D (P26) | 10GE
37 | HAN-F13-SW-02D Tang 13 - KT1301
P25 TW-SW-COR-01 (P19) 10GE
P26 HAN-F13-SW-02C (P26) | 10GE

Phwong an trién khai: 37 thiét bj chuyén mach 16p Access sé dugc trién khai
tai cac ting & tru s& KBNN 32 Cét Linh. Viéc thay thé thiét bi s& dugc tién hanh vao
thoi diém thich hop nhdm khong anh hudng t6i hoat dong nghiép vu cia KBNN.
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8.7.8. Thiét bi phat song Access point
8.7.8.1. So do thiét ké
Mo hinh thiét ké thiét bj phat soéng Access Point — Tang 1:

TW-SW-COR-01 TW-SW-COR-02

ORS| ; AccessPoint
AccessPoint —

P26

iy v HAN-FO1-SW-02 HAN-F01-SW-01 Accesst o
tang 1-2 tang 1-1
Cha thich:
TW-SW-COR-0x: Thiét bi chuyén mach Core Switch — Céap déng, téc dé 1Gbps
. z == 1 e e Cap quang, téc dé 10Gbps
HAN-F01-SW-0x: Thiét bi chuyén mach l&p Access R
-—— — Cap quang, toc d§ 25Gbps

Px: Port

M0 hinh thiét ké thiét bi phat song Access Point — Tang 2:
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TW-SW-COR-01

TW-SW-COR-02

AccessPoint
3 tang 2-3
HAN-F02-SW-02A : HAN-F02-SW-01
E P25
P1
HAN-F02-sW-02B AccessPoint
tang 2-4
P P1
AccessPoint AccessPoint
tang 2-1 tang 2-2

Cha thich:

TW-SW.COR-0x: Thiét bi chuyén mach Core Switch
HAN-FO2-SW-0x: Thiét bi chuyén mach l¥p Access
Px: Port

Cap déng, téc d6 1Gbps
Cap quang, téc d§ 10Gbps
Cap gquang, téc dé 25Gbps
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M6 hinh thiét ké thiét bi phat song Access Point — Tang 3:

TW-SW-COR-01

2

AccessPoint
tang 3-6

P25

AccessPoint

tang 3-4 -SW-02A
LU 43 | e
AccessPoint mj;;
tang 3-1

Chi thich:

TW.SW-COR-0x: Thiét bj chuyén mach Core Switch
HAN-FO3-SW-0x: Thiét bi chuyén mach lirp Access
e

TW-SW-COR-02

P4

! P25
AccessPoint
HAN-F03 Tang 3-2
bomennean -SW-01B

AccessPoint
tang 3-3

AccessPoint
tang 3-5

Cép déng, t6c 46 1Gbps
Cap quang, téc d6 10Gbps
Cap quang, toc d¢ 25Gbps
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M6 hinh thiét ké thiét bj phat song Access Point — Tang 4, 5, 6:
TW-SW-COR-01

TW-SW-COR-02
P1

AccessPoint tang 5-4
. P1

AccessPoint tang
5-P502

P1

AccessPoint tang
61

P1

P25

AccessPoint tang
6-6

y Pl

; HAN-F05-
S SW-02A

AccessPoint tang

6-4

P1

ssssssssssssssscfracnas

AccessPoint tan -F05- E
g st .:2035 E HAN-F05-
P25 ¢ SW-01A
AccessPoint tang %
S HAN-F05-SW-02C
Chil thich:

TW-SW.COR-0x: Thiét bi chuyén mach Core Switch
HAN-F05-SW.-0x: Thiét bi chuyén mach lrp Access
PrPort T EEEEE eeeeae.

Cap ddng, toc do 1Gbps

Cép quang, tc dd 10Gbps
Cap quang, toc dé 25Gbps

Acceointtang 53

AccessPoint tang
5-P508

AccessPoint tang
5-P509

AccessPoint tang
6-2

" gy

AccessPoint tang
4-2

AccessPoint tang
6-3

P1

AccessPoint tang
5-P505

P1 4
AccessPoint tang 6-5
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Mo hinh thiét ké thiét bi phat song Access Point — Tang 7:

TW-SW-COR-01 TW-SW-COR-02

. H .
PiPat po |
. . .
. . .
. . .
. . .
. . .
. . :
.......... d--p--2 P1
........ H
H AccessPoint
: tang 7-4
.

AccessPoint
tang 7-3

.
H

> 3

. .

HEE

. .

o s

" .

R g T P25
(] P1
3 ¥

. o

. Pzﬁ

L -

HAN-FO7-
SW-01B

EECE LT T LTS

crsesssdesssasscssnennnnn
Tpas
N
°L 5
2

..... AcssPnt
HAN-FO07- HAN-FO7- tang 7-2
Tang 7-1
o SW-02B SW-01A
P25
sSw-01C
Cha thich:

Cap déng, tbc dé 1Gbps

TW-SW-COR-0x: Thiét bi chuyén mach Core Switch
HAN-FO7-SW-0x: Thiét bi chuyén mach lep Access  _____... Cép quang, téc a6 10Gbps
Px: Port : il

= == s Cap quang, téc dé 25Gbps

Mo hinh thiét ké thiét bj phat séng Access Point — Tang 8:



69

TW-SW-COR-01 TW-SW-COR-02

P10 P11

AccessPoint

Tang 8-3 W
- - Tang 8-4
P26
P1 T e —_—
AccessPoint AccessPoint

Tang 8-2 HAN-F08-SW-01A HAN-F08-SW-01B Tang 8-1
Chi thich: " "
TW.SW.COR.0x: Thiét bi chuyén mach Core Switch —_— Cép dong, toc d§ 1Gbps
g::NF;i?‘G-SW-Gn Thiét bichuyén mach krp Access Cép quang, t6c 49 10Gbps

- c— Cap quang, tic 36 25Gbps

Mo hinh thiét ké thiét bi phat song Access Point — Tang 9:

TW-SW-COR-01 TW-SW-COR-02

AccessPoint

: tang 9-4
AccessPoint AccessPoint
Tang 9-6 HAN-F09- tang 9-2
SW-02A
5
AccessPoint P2 Acce nt
tang 9-1 HAN-F09- HAN-F09- tang 9-3
SW-02B SW-01B
P1
Tang 9-5
HAN-F09-SW-01C
Chii thich:
TW.SW.COR-0x: Thiét bi chuyén mach Core Switch ——————  Cépdéng, téc a4 1Gbps
g:’:}-gfﬁmt Thiét b chuyén mach lop Access A e 106HpE
i am— Cap quang, téc 46 25Gbps

M6 hinh thiét ké thiét bj phat song Access Point — Tang 10:
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TW-SW-COR-01 TW-SW-COR-02

Pf\coessPoint tang 10-5

AccessPoint tang 10-6

P26 ACCBSS;OI nt

T

N

a
sesssssssssspasssnnanans

HAN-F10 HAN-F10 tang 10-2
-SW-01B -SW-02A
P25
HAN-F10-SW-01A
£ P1
Access Point Access Point Access Point
tang 10-3 tang 10-1 tang 10-4
Cha thich:
TW-SW.COR-0x: Thiét bi chuyén mach Core Switch —_— Cap déng, téc dé 1Gbps
e 2 s e Cop i AT 88 T0CEPE
—— c— Cap quang, téc dé 25Gbps

M6 hinh thiét ké thiét bi phat song Access Point — Tang 11:
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TW-SW-COR-01 TW-SW-COR-02

AccessPoint tang 11-4

AccessPoint tang 11-6

P25 AccessPoint tang 11-3

AccessPoint tang 11-5 P26
R | A e | AccessPoint
P s
tang 11-1 HAN-F11-SW-02A HAN-F11-SW-01A
Chii thich:

TW-SW-COR-0x: Thiét bj chuyén mach Core Switch — Cap déng, téc A6 1Gbps

giﬂézz:-sw-ﬂx: Thiscblchuybmach kip Aecess Cép quang, téc d6 10Gbps
- — Cép quang, téc dé 25Gbps

M6 hinh thiét ké thiét bj phat song Access Point — Tang 12:
TW-SW-COR-01 TW-SW-COR-02

1]
H
.
.
H
i Pl [eevavall
S AccessPoint
P e ! tang 12-3
P25 } H g
1 1P25
AccessPoint AccessPoint
HAN-F12-SW-01B -F12-
tang 12-4 HAN-F12-SW-01A tang 12-1
Cha thich:
TW-SW-COR-0x: Thiét bi chuyén mach Core Switch — Cépddng, téc d61Gbps
HAN-F12-SW.-0x: Thiet bi chuyén mach lop Access Che ciiang: ihcao itchss
PxPot T esesseeeses 4p quang, : p

PP p— Cép quang, téc d6 25Gbps
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M6 hinh thiét ké thiét bi phat song Access Point — Tang 13, 14:

TW-SW-COR-01 TW-SW-COR-02

P1

AccessPoint tang
1341

P1

AccessPoint tang
13-2
HAN-F13-

il SW-02A

AccessPoint tang 14-1

ozl HAN-F13-

AccessPoint tang 14-2

P1

AccessPoint AccessPoInt accecspoint
tang13-3  1ang12-2  ang 134

Cap déng, t6c d5 1Gbps
Cap quang, téc d6 10Gbps

TW-SW-COR-0x: Thiét bj chuyén mach Core Switch
HAN-F13-SW.0x: Thiét bi chuyén mach lop Access
PePo&e = A eessssssses

S — Cap quang, téc dé 25Gbps

8.7.8.2. Thuyét minh giai phap

Thiét ké bao gdm 67 thiét bi phat song Access Point dong vai tro 1a diém két
ndi khong day cho tat ca cac thiét bi déu cudi tuong thich véi chuan 802.11n,
802.11ac, 802.11ax. Céc thiét bj nay s& thay thé va bd sung cho thiét bi Juniper
WLAS32 hién tai. Cac thiét bj ndy phai dugc dicu khién boi thiét bi diéu khién
Access point

Mbi thiét bi phat séng Access point s& gdm 01 giao tiép téc do
10/100/1000BASE-T két ndi dén thiét bi chuyén mach 16p Access. Dué6i day 1a bang
phén bd thiét bi phat séng Access point.

STT | Thiét bi phat séng Access | Két noi téi Vi tri lip dit
Point thiét bi
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1 Access point tang 1-1 HAN-FO1-SW-01 Tang 1
2 Access point tang 1-2 HAN-FO1-SW-02 Tang 1
3 Access point tang 1-3 HAN-FO1-SW-01 Tang 1
-+ Access point tang 1-4 HAN-FO1-SW-02 Tang 1
5 Access point tang 2-1 HAN-F02-SW-02B Tang 2
6 Access point tang 2-2 HAN-F02-SW-02B Tang 2
i) Access point tang 2-3 HAN-F02-SW-01 Tang 2
8 Access point tang 2-4 HAN-F02-SW-01 Tang 2
9 Access point tang 3-1 HAN-F03-SW-02B Tang 3
10 | Access point tang 3-2 HAN-F03-SW-01B Tang 3
11 Access point tang 3-3 HAN-F03-SW-01A Tang 3
12 | Access point tang 3-4 HAN-F03-SW-02A Tang 3
13 Access point tang 3-5 HAN-F03-SW-01A Tang 3
14 | Access point tang 3-6 HAN-F03-SW-02A Tang 3
I3 Access point tang 4-1 HAN-F05-SW-02B Tang 4
16 | Access point tang 4-2 HAN-F05-SW-01B Tang 4
17 | Access point tang 5-P501 HAN-F05-SW-02B Tang 5
18 Access point tang 5-P502 HAN-FO5-SW-02A Téng 3
19 | Access point tang 5-P505 HAN-F05-SW-01A Tang 5
20 | Access point tang 5-P508 HAN-F05-SW-01B Tang 5
21 Access point tang 5-P509 HAN-F05-SW-01B Tang 5
22 | Access point tang 5-3 HAN-F05-SW-01B Tang 5
23 Access point tang 5-4 HAN-F05-SW-02A Tang 5
24 | Access point tang 6-1 HAN-FO5-SW-02A Tang 6
25 Access point tang 6-2 HAN-F05-SW-01B Tang 6
26 | Access point tang 6-3 HAN-FO5-SW-01A Tang 6
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27 | Access point tang 6-4 HAN-F05-SW-02A Tang 6
28 | Access point tang 6-5 HAN-FO5-SW-01A Tang 6
29 | Access point tang 6-6 HAN-FO5-SW-02A Tang 6
30 | Access point tang 7-1 HAN-F07-SW-02B Tang 7
31 Access point tang 7-2 HAN-FO7-SW-01A Tang 7
32 | Access point tang 7-3 HAN-F07-SW-01B Tang 7
33 Access point tang 7-4 HAN-F07-SW-01B Tang 7
34 | Access point tang 7-5 HAN-FO7-SW-02A Tang 7
35 Access point tang 7-6 HAN-FO7-SW-02A Tang 7
36 | Access point tang 8-1 HAN-FO08-SW-01B Tang 8
37 | Access point tang 8-2 HAN-FO8-SW-01A Tang 8
38 | Access point tang 8-3 HAN-FO8-SW-01A Tang 8
39 | Access point tang 8-4 HAN-F08-SW-01B Tang 8
40 | Access point tang 9-1 HAN-F09-SW-02B Tang 9
41 Access point tang 9-2 HAN-F09-SW-01A Tang 9
42 | Access point tang 9-3 HAN-F09-SW-01B Tang 9
43 Access point tang 9-4 HAN-F09-SW-01A Tang 9
44 Access point tang 9-5 HAN-F09-SW-02B Téng 9
45 | Access point tang 9-6 HAN-F09-SW-02A Tang 9
46 | Access point tang 10-1 HAN-F10-SW-01A Tang 10
47 | Access point tang 10-2 HAN-F10-SW-02A Tang 10
48 | Access point tang 10-3 HAN-F10-SW-01A Tang 10
49 | Access point tang 10-4 HAN-F10-SW-01A Tang 10
50 | Access point tang 10-5 HAN-F10-SW-02A Tang 10
51 Access point tang 10-6 HAN-F10-SW-02A Tang 10
52 | Access point tang 11-1 HAN-F11-SW-02A Tang 11
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23 Access point tang 11-2 HAN-F11-SW-01A Tang 11
54 | Access point tang 11-3 HAN-F11-SW-01A Tang 11
35 Access point tang 11-4 HAN-F11-SW-01A Tang 11
56 | Access point tang 11-5 HAN-F11-SW-02A Tang 11
57 | Access point tang 11-6 HAN-F11-SW-02A Tang 11
58 | Access point tang 12-1 HAN-F12-SW-01A Tang 12
59 | Access point tang 12-2 HAN-F13-SW-02B Tang 12
60 | Access point tang 12-3 HAN-F12-SW-01A Tang 12
61 Access point tang 12-4 HAN-F12-SW-01B Tang 12
62 | Access point tang 13-1 HAN-F13-SW-02A Tang 13
63 Access point tang 13-2 HAN-F13-SW-02A Tang 13
64 | Access point tang 13-3 HAN-F13-SW-02B Tang 13
65 Access point tang 13-4 HAN-F13-SW-02B Tang 13
66 | Access point tang 14-1 HAN-F13-SW-02A Tang 14
67 | Access point tang 14-2 HAN-F13-SW-02A Tang 14

Phwong an trién khai: Céc thiét bi Access point s& duoc trién khai tai cac
tang trong tru s KBNN 32 Cét Linh. Viéc thay thé thiét bi s& duoc tién hanh vao
thoi diém thich hop nham khong anh hudng t6i hoat dong nghiép vu cia KBNN.



76

8.7.9. Thiét bi diéu khién Access point
8.7.9.1. So @b thiét ké

MAY CHU QUAN TR, GIAM SAT

TW-WLC.01 TW.WLC.02 TW.NC-01 TW-NC-02 TW-NC-03 TW-UAC-01 TW-UAC-02

SR .

P12:P18

TW-SW-MGT-01 TW-SW-MGT-02
]li =
TR
—— = |/
A
B
TW-FW-CP-01 TW-FW-CP-02
Chi thich: ) )
TW-SW-MG T-0x: Thiét bj chuyén mach vung quan tri Cap déng, toc dd 1Gbps
TW-FW-CP-0x: Thiet bi Firewall hién co i
1 i TW-WLC-0x: Thiét bi diéu khién Accesspoint
N 5 e thong Stx: Giao tiép Stackin
E E chuyén mach Px: Port P g Cap Stacking
vung Server

8.7.9.2. Thuyét minh giai phap

Thiét ké bao gdm 02 thiét bi diéu khién Access point cdu hinh du phong 1+1.
Néu thiét bi chinh ngung hoat dong thi cac Access point s& duge phan phdi lai sang
thiét bi Controller con lai. Chinh nhd kha ning niy ma ngudi ding s& khong hé nhan
ra viéc thiét bi trong mang dang co su cd do phién lam viéc cua nguoi dung khi
chuyén déi sang thiét bi Controller con lai khong hé bi ngat. Cap thiét bi didu khién
Access point thay thé cho cip thiét bi Juniper Networks WLC800.

MGai thiét bi diéu khién Access point bao gom 02 két nbi 10/100/1000 dén 02
thiét bj chuyén mach viing quan tri.

Phwong an trién khai: 02 thiét bi didu khién Access point s& dugc trién khai
tai Trung tam dit liéu KBNN. Viéc thay thé thiét bi s& dugc tién hanh vao thoi diém
thich hop nham khong anh hudng toi hoat dong nghiép vu cia KBNN.
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8.7.10. Hé thong diéu khién truy cip mang
8.7.10.1 So' dé thiét ké

P49:P52 P49:P52

[Pas+pa',

-.p48 el DAy i

o PRABW-SVR-  TW-SW-SVR-
i 0z N ds

b,

TW-SW- ™. p2
SVR-01 ipg ™

...............

TW-FW-CP-01 TW-FW-CP-02 1w svR.DCM-01
Pt} P2 |
e
) GRS (e
TW-UAC-01
Ch thich:

TW-FW-CP-0x: Thiét bi Firewall hién c6

TW-SW-IC-0x: Thiét bj Lién két chuyén mach vang Server
TW-SW-SVR-0x: Thiet bi Chuyén mach viing Server
TW-SVR-DCM-0x: Thiét bi diéu khién chuyén mach viing Server
TW-UAC-DX: Thiét bi diéu khién truy cap mang

8.7.10.2. Thuyét minh giai phap

Thiét ké bao gdm 01 phan mém diéu khién truy cap mang dugc cai dit trén 02
thiét bi diéu khién truy cdp mang. Giai phap két hop véi cac thiét bi chuyén mach
16p Access, Switch Core, Access Point, thiét bi quan 1y mang nguoi ding s& cung
cép téi ngudi quan tri kha ning diéu khién moi truy cép ciia nguoi ding trong mang
KBNN véi bat ky phuong thirc két nbi nao (khong day hoic cé day). Hé thong diéu
khién truy cAp mang tich hop thuc thi chinh sach véi thiét bi quan 1y mang nguoi

dung.

TW-SVR/
DCM-03

.
B
£
Vi
\
T
/
) \

TWiSW-SVR-06

[P49:P52

-
S

TW-SW-SVR-04 TW-SW-SVR-05

P1i pai

v ]

TW-UAC-02

Caép quang, téc dé 10Gbps
Cap quang, toc d 100Gbps
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Hé théng diéu khién truy cap mang chia lam nhiéu ngit canh va chinh sach
nhu danh tinh nguoi str dung va diém cudi, giao thirc xac thuc (User, MAC address..),
danh tinh thiét bi va cac thudc tinh khac. Giai phap cung cép nhiéu tiy chon kiém
soat truy cap, bao gdm danh sach kiém soat truy cap (ACL), chi dinh VLAN ...

Nguoi dung trong hé théng s& dugc chia thanh cic nhém cy thé (VD: Nhém
khach, nhom Ky thuat, nhom Quan tri, nhom ngudi dung ndi by, nhém mang co day,
nhém mang khong day, ...). Mdi nhém s& duoc dinh nghia véi cac quyén truy xuat
dit liéu cu thé (VD: Nhém khéach s€ chi cé thé truy cdp Internet; nhom Quan tri co
thé truy cép toi moi thiét bi trong mang qua Telnet hoic SSH).

Khi nguoi ding két ndi vao hé thdng mang LAN KBNN (qua mang c6 day
hodc khong day), trude khi co thé truy xuat hodc truy cép téi bat ky tai nguyén nio
thi nguoi ding s& duoc xac thuc va thiét bi diéu khién truy cép sé xac dinh chinh xac
cac quyén truy cdp ctia ngudi ding trong hé théng.

MGdi thiét bi diéu khién truy cap nguoi dung s& can 02 két ndi 10 Gbps dén 02
thiét bj chuyén mach ving Server.

Phwong an trién khai: 02 thiét bi diéu khién truy cap mang s& dugc trién khai
tai Trung tdm dir liéu KBNN.Viéc thay thé thiét bi s& dugc tién hanh vao thoi diém
thich hop nham khéng anh hudng toi hoat dong nghiép vu cia KBNN.
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8.7.11. Thiét bi quéan 1y mang ngwoi dung
8.7.11.1. So db thiét ké
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Chu thich: <

TW-FW-CP-0x: Thiet bi Firewall hién co Px: Port

TW-SW.IC-0x: Thiét bi Lién két chuyén mach viing Server : e
TW-SW-SVR-0x: Thié(_b'gChu_yén mach viing Server ~ sessssssssseses Cép quang; toc d¢ 10Gbps
TW-SVR-DCM-0x: Thiét bi dieu khién chuyén mach viang Server Céb Giusng tde. 46 100GkpE
TW-NC-0x: Thiet bi quan ly mang ngw&i dung _————— ap quang, : P

8.7.11.2. Thuyét minh giai phap

Giai phép thiét bj quan 1y mang nguoi ding cung cap moéi truong quan 1y duy
nhét cac thiét bi thudc cau tric SD-LAN, theo ddi strc khoe mang, quan 1y su ¢d; cho
phép giam sat, quan tri tip trung céac thiét bi mang LAN (c6 day va khong day) cho
NSD tai co quan KBNN giai quyét duoc bai toan quan tri phan tan trén timg thiét b
chuyén mach, thiét bi diém truy cap khong day tai cac tang riéng lé. Hé thong thiét
bi quan Iy mang nguoi ding dugc trang bj thém dé tich hop, quéan 1y ciu trac SD-

LAN, hé théng bao gom 03 thiét bi dé dam bao tinh dy phong.
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Mai thiét bi quan 1y mang ngudi ding sé can 02 két ndi 10Gbps quang dén 02
thiét bi chuyén mach ving Server.

Phwong n trién khai: 03 thiét bj quan 1y mang ngudi dung s& duoc trién khai
tai Trung tam dit lidu KBNN. Viéc thay thé thiét bi s& dugc tién hanh vao thoi diém
thich hop nham khéng anh hudng téi t¢i hoat dong nghiép vu cia KBNN.

8.7.12. Thiét bj twong lira viing ngin hang
8.7.12.1. So' dé thiét ké
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TW-SW-BANK-01 TW-SW-BANK-02

TW-FW-BANK-01

TW-RT-BANK-01

Y <~ I N /7 Cécnganhang

: e o thwong mai 1

| TW-RT-BANK-03 - b J/

: 5 —

; |

: |
i s
I T
L .~ NganhangNha *
| L nwoc (
§ R

TW-FW-BANK-02
Cha thich: o
TW-FW-BANK-0x: Thiét bj tuomg Iira ving ngan hang ——  Cép dong, toc o 1Gbps
TW-SW-BANK-0x: Thiét bi chuyen mach ving ngan hang — — — —  Cép quang, thc dd 1Gbps
TW-VW-0x: Thiet bj VirusWall hién co L P e
Px: Port Két ndi du phéng, toc do 1Gbps

e Cap Stack/ cap DAC
.......... Cap quang, téc do 10Gbps

8.7.12.2. Thuyét minh giai phap

Thiét ké bao gdbm 01 cip thiét bi tuong lira viing ngan hang hoat dong song
song, néu mot trong 02 thiét bi gap su cb thi thiét bi con lai s& dam nhiém tiép tuc
vai tro. Cap thiét bj nay bao gom tinh ning Firewall két hop vai IPS. 02 thiét bi tuong
lira ving ngan hang dugc trang bi s& thay thé cho 02 thiét bi tuong lira Juniper
Network SRX 1400 hién tai.

Hé thong tuong lira viing ngan hang cé chirc ning: Kiém soat thong tin trao
d6i gitra cac ngan hang (cac Ngan hang Thuong mai, Ngan hang Nha nudéc) voi dir
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lidu cia KBNN, chéng lai céc cudc tn cong, xam nhap trai phép phat sinh tir mang
ngoai (cac ngan hang).

- Mbi thiét bj tuong lira viing ngan hang can c6 cac két ndi sau:

+ 02 port toc 46 10Gbps quang két ndi véi 02 thiét bi chuyén mach viing ngan
hang

+ 02 port toc do 1Gbps quang két ndi véi 02 thiét bi Antivirus Gateway
(VirusWall TippingPoint 2200)

+ 02 port téc d6 1Gbps dong két ndi véi 02 thiét bi Router két nbi ngan hang

+ 02 port toc do 1Gbps dong két ndi HA giira 02 thiét bi tuong lira viing ngan
hang

+ 02 port toc do 1Gbps ddng du phong

Phwong an trién khai: 02 thiét bi tuong lira ving ngan hang s& duoc trién
khai tai Trung tam dir liéu KBNN. Viéc thay thé thiét bi s& duoc tién hanh vao thoi
diém thich hop nham khéng anh huéng t&i hoat dong nghiép vu ciia KBNN.
8.7.13. Thiét bi Router két ndi ngin hang
8.7.13.1. So db thiét ké

gt
TW-SW-BANK-01 2254

-
.

=7 TW.SW.BANK-02

............ : i TW-RT-BANK-01

. P! i
ok i !
i ! ...................... | ;

" NganhangNha *
\ nwoc {

TW-VW-02

TW-FW-BANK-02
Cha thich: o -
TW-FW-BANK-0x: Thiét bj tuwéng |tra ving ngan hang ———  Cap dong, toc dg 1Gbps

TW-SW-BANK-0x: Thiét bi chuyén mach vang ngan hang — — — - Cap quang, tbc d6 1Gbps
m-minx: Thiét bi VirusWall hién co =i Két néi dw phong, toc do 1Gbps

Cap Stack/ cap DAC
.......... Cap quang, tc dd 10Gbps
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8.7.13.2. Thuyét minh giai phap

Thiét ké bao gdm 02 thiét bi Router két ndi ngan hang dé dam bao tinh dy
phong, 02 thiét bj Router két ni ngan hang duoc trang bi nay s& thay thé cho 02 thiét
bi Router Juniper SRX 240 hién tai. 01 thiét bi Router két ndi ngén hang s& chay
chinh va 01 thiét bi con lai s& 1am dy phong néng.

- Mdi thiét bj Router két ndi ngan hang cin co cac két nbi sau:

+ 02 port toc dd 1Gbps dong két ndi kénh truyén sang cac Ngan hang Thuong
mai (1 kénh chinh, 1 kénh du phong)

+ 02 port tbc do 1Gbps dong két ndi kénh truyén sang Ngan hang Nha nude
(1 kénh chinh, 1 kénh dy phong)

+ 02 port téc d6 1Gbps dong két ndi voi 02 thiét bi tuong lira ving ngan hang

Phwong 4n trién khai: 02 thiét bi Router két ndi ngan hang s& duoc trién khai
tai Trung tam dit liéu KBNN. Viéc thay thé thiét bi s& duoc tién hanh vao thoi diém
thich hop nham khong anh huong téi hoat dong nghiép vu cia KBNN.
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8.7.14. Thiét bi chuyén mach vung ngin hang
8.7.14.1. So' d6 thiét ké
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Chd thich:

TW-FW-BANK-Ox: Thiét bi twng |ra viing ngan hang s

TW-SW-BANK-0x: Thiét bi chuyén mach vang ngan hang — — — - Cép quang, tdc d% 1Gbps

;:\:-::V’;Dx: Thiet bj VirusWall hién co a4 13 Két ndi dw phong, tc dé 1Gbps
5 Cap Stack/ cap DAC

.......... Cap quang, toc dé 10Gbps

8.7.14.2. Thuyét minh giai phap

- Theo thiét ké, cap thiét bi chuyén mach ving ngan hang duoc cau hinh a0
hoa 02 thiét bi vat 1y thanh 01 switch logic (theo cong nghé xép chong). Cip thiét bi
s& thay thé 01 thiét bi switch SMC hién c¢6 va bd sung thém 01 thiét bi switch dé dam
bao tinh du phong.

- Thiét bi chuyén mach viing ngan hang sé két ndi véi thiét bi tudng lira ving
ngan hang théng qua cong uplink toc dd 10Gbps quang. Mdi thiét bi chuyén mach
ving ngan hang s& can c6 cac két ndi sau:

+02 két nbi uplink 10Gbps quang phuc vu két ndi téi 02 thiét bi tuong lua
vung ngan hang

+24 port 1Gbps dong két ndi v6i cac may chu ving ngan hang

+02 giao tiép phuc vu két ndi xép chong
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Phwong an trién khai: 02 thiét bi chuyén mach viing ngan hang sé& duoc trién
khai tai Trung tam dir liéu KBNN. Viéc thay thé thict bi s€ dugc tién hanh vao thoi
diém thich hop nham khong anh hudng té1 hoat dong nghiép vu cua KBNN.

8.7.15. Thiét bi twong lira vung truy cip Internet
8.7.15.1. So' db thiét ké

g BI0W

TW-FW-Internet-01

e

INTERNET R

 Thiét bj can biing tai kenh'___

/
/
truyén Internet ¥/\_/

TW-FW-Internet-02

Chu thich: £ 2
Cap dong, toc do 1Gbps

TW-FW-internet_-Ox: Thiét bi twéng Itk vang truy cap Internet . 5 s
TW-VW-0x: Thiét bi VirusWall hign co — — —— Cap quang, toc 49 1Gbps
Px:Port e Két noi dw phong, toc dé 1Gbps

8.7.15.2. Thuyét minh giai phap

- Thiét ké bao gém 01 cap thiét bi tuong lira ving truy cap Internet hoat dong
song song, néu mot trong 02 thiét bi gip su ¢d thi thiét bi con lai s& dam nhiém tiép
tuc vai tro. Cap thiét bi nay bao gom tinh ning Firewall két hop voi IPS. 02 thiét bi
tuong lira viing truy cap Internet dugc trang bi sé thay thé cho 02 thiét bi tuong lira
Juniper Network SRX 1400 hién tai.

- Hé thdng tuong lira ving truy cip Internet ¢6 chirc nang: Kiém soat truy cép
clia ngudi sir dung trong mang LAN KBNN két ndi Internet. Thiét bi tuong lira co
chirc ning ra soat moi dit liéu vao/ra hé thong qua dudng Internet ADSL, c6 kha
ning chéng lai céc cude tin cong, xAm nhap trai phép phét sinh tir Internet

- Mbi thiét bi tuong lira viing truy cép Internet can c6 céc giao tiép sau:
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+ 02 port tbc dd 1Gbps quang két ndi vai 02 thiét bi Antivirus Gateway
(VirusWall TippingPoint 2200)

+01 port dong téc d6 1 GE két n6i voi thiét bj can bang tai kénh truyén Internet

+ 01 port dong téc d6 1GE két ndi thiét bi Symantec WSG

+ 02 port dong toc d6 1GE két néi HA gitra 02 thiét bj tuong lira ving truy
cap Internet

Phuong an trién khai: 02 thiét bi tuong lira viing truy cap Internet s& duoc
trién khai tai Trung tdm dir liéu KBNN. Viéc thay thé thiét bi sé duoc tién hanh vao
thot diem thich hgp nham khong anh hudng to1 hoat dong nghiép vu ciia KBNN.
8.7.16. Thiét bi cin bang tai kénh truyén Internet
8.7.16.1. So' db thiét ké

g BU9S

TW-FW-Internet-01

INTERNET |
'« i
\

© Thiét bi can bing tai kénh '
I truyen Internet

TW-FW-Internet-02

Chi thich: :
Cap dong, toc do 1Gbps

TW-FW-Internet-0x: Thiét bi twéng Ira vang truy cap Internet ) 5 s
TW-VW-0x: Thiét bi VirusWall hién cé — — — - Cép quang, toc 43 1Gbps
Px:Port e Két ndi dw phong, téc do 1Gbps

8.7.16.2. Thuyét minh giai phap

- Giai phép thiét bi can bang tai kénh truyén Internet c6 chtrc ning can bang
tai WAN, thiét bi phan phdi luu lugng giira tit ca cac WAN dang hoat dong va xac
dinh trong s6 can bﬁing tai dya trén viéc str dung bing thong ctia mdi giao dién. Thiét
bi cho phép chay dong thoi nhiéu duong truyén Internet cing lic va cong gop bing
thong cac duong truyén. Thiét bi co kha ning kiém soat va quan 1y bang thong gitp
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t6i ru hoa duong truyén Internet. Hé théng can bang tai kénh truyén Internet bao
gdm 02 thiét bi can bing tai kénh truyén Internet dé dam bao tinh du phong, 02 thiét
bi nay sé& thay thé cho 02 thiét bj Draytek Vigor3900. 01 thiét bi can bang tai kénh
truyén s& chay chinh, 01 thiét bi con 1am s& 1am dy phong nong.

- Mdi thiét bj can bang tai kénh truyén Internet cin co cac giao tiép sau:

+ 01 port 1GE LAN két ndi voi 01 thiét bj tudng lira viing truy cap Internet

+ 03 port 1IGE WAN port két n6i v6i cac kénh truyén Internet

Phwong 4n trién khai: 02 thiét bi cin bang tai kénh truyén Internet s& duoc
trién khai tai Trung tam dir liéu KBNN. Viéc thay thé thiét bj s& duoc tién hanh vao
thoi diém thich hop nham khong anh hudng ti hoat dong nghiép vu ciia KBNN.
8.7.17.May chu
8.7.17.1. So do thiét ké
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BANK-01 BANK-02 Internet-01  Internet-02

Chi thich:

TW-SW-MG T-0x: Thiét bj chuyén mach vung quan trj Cap déng, thc dd 1Gbps
TW-FW-BANK-0x: Thiét bi tuwong Ira vung ngan hang ) -
TW-FW-Internet-0x:Thiét bi tudng ltra ving truy cap Internet Cap Stack/ cap DAC

TW-SVR-MGMT-FW-01:May chu
Px: Port

8.7.17.2. Thuyét minh giai phap

Giai phap may chu ¢6 chirc ning cai dit phan mém quan tri thiét bi tuong lira
dé quan tri tap trung 02 thiét bi tudng lira ving ngan hang va 02 thiét bi tuong lira
vung Internet.

V6i thiét ké & trén, yéu cau may chi cn c6 02 két ndi 1Gbps dong két ndi voi
02 thiét bi chuyén mach viing quan trj dé dam bao tinh dy phong.
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Phwong 4n trién khai: May chu s& duogc trién khai tai Trung tam dir liéu
KBNN. Viéc thay thé thiét bi s& dugc tién hanh vao thdi diém thich hgp nham khong
anh huong to1 hoat dong nghiép vu cia KBNN.

8.7.18. Giai phap an toan théng tin, cip dién, chdng sét
8.7.18.1. Giai phap vé an toan thong tin

- Viéc thi cong lép dat, cai dat phai dam bao tinh bi mat: thong tin khong bi
tiét 16 cho nhitng ngudi khong c6 tham quyén.

- Viéc thi cong lip dat, cai dat phai dam bao tinh théng nhat, toan ven: théng
tin khong bi thay doi hay pha huy.

Viéc thi cong phai dam bao tuan thi theo phuong an dam bao an toan hé théng
thong tin theo cép do duoc phé duyét.
8.7.18.2. Giai phap vé ngudn cép dién

Giai phap vé ngudn cép dién dugc néu chi tiét theo muc: “8.5.3. An toan dién,
an toan thiét bi”’

8.12. Phuong an bao dam an toan thong tin du an

KBNN di c6 Quyét dinh sé 4408/QD-KBNN ngay 29/8/2019 phé duyét cap
d6 an toan hé thong thong tin dbi v6i Hé théng mang ndi bd cia co quan Kho bac
Nha nude, ddy 1 hé théng mang ndi bo co quan Kho bac Nha nuwéc dang van hanh
tai KBNN.

Theo quy dinh tai Nghi dinh s6 85/2016/ND-CP ngay 01/07/2016 vé dam bao
an toan hé thong thong tin theo cip dd va Thong tu s 12/2022/TT-BTTTT ngay
12/08/2022 quy dinh chi tiét va huéng ddn mot s diéu cua nghi dinh s6 85/2016/ND-
CP, v6i hé thong mang LAN co quan Kho bac Nha nudc dang duge thiét ké theo
Béo céo kinh té - k¥ thuat nay, Hoi dong thim dinh ho so dé xuat cip do dbi vai cac
hé thong thong tin vé ha ting cua Kho bac Nha nudc di c6 v kién tham dinh ho so
dé xuét cap d6 “Hé thong mang LAN co quan Kho bac Nha nuéc” ngay 26/8/2025
va Ban Cong nghé thong tin va Chuyén d6i s6 ¢6 To trinh s6 249/TTr-CNTT ngay
26/8/2025 vé viéc phé duyét hd dé xuat cap do “Hé thong mang LAN co quan Kho
bac Nha nudc”, trong do, cac ndi dung co ban sau:
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- Su phi hop vé viée dé xuat cip do: cip do an toan thong tin 1a cap d6 3

- Sy phu hop ctia phuong an bao dam an toan hé thdng thong tin trong thiét
ké: Phuong 4n dam bao an toan hé thong théng tin phut hop véi thiét ké trong Béo
céo kinh té - k§ thuat cia dy an

- Su phu hop ctia phuong an bao dam an toan hé thong thong tin trong qua
trinh van hanh hé thong theo cap do trong Gmg: Phuong an dam bao an toan hé thong
thong tin trong tai liéu thuyét minh hd so dé xuat cap do dap ing yéu cau quy dinh
tai Thong tu s6 12/2022/TT-BTTTT, phu hop vé6i hién trang hé thong CNTT cua
Kho bac Nha nudc va phit hop v6i qué trinh van hanh hé théng theo cép d 3.



